Hesperbot Hauenunca Ha F’epmaHuio n
ABcTpanuio

B ceHTAbpe Mbl coobllaim O HOBOM 6GaHKOBCKOM TposAHe, KOTopblid HasbiBaetca Hesperbot
(obHapyunBaetca Kak Win32/Spy.Hesperbot). KnbepnpecTynHmMKK, MCNonb3ylowme 3TOT UHCTPYMEHT,
Nno-npe’KHemy aKTUBHbI, B HoAGpe ObinM 3apUKCMPOBAHLI HOBbIE C/ly4auM WCMO/b30BAHUA 3TOrO
BpeaoHocHoro MO.

Mbl y}e noKasbiBanu, 4To reorpaduyeckoe pacnpesesieHne 3aparkeHnii 3To BpegoHOCHOM Nporpammbl
JIOKaNN30BaHO B HECKOJIbKUX KOHKPETHbIX CTpaHax. [/A 3aparkeHwui nosab3oBaTeneil NpoBoAUANCH
cnam-KaMnaHum ¢ GULLIMHTOBbIMM COOBLLEHNAMM HA POAHOM A1 NONb30BaTENEN STUX CTPAH A3biKe. Kak
MU OXWAANOCb, 3/I0YMbIUJIEHHWUKAM He MOoHaAobunoCb MHOrO BpeMEeHWM Ha To, 4TObbl HayaTb
OPWEHTUPOBATLCA Ha HOBble CTPaHbl. B AOMONHEHME K Tem YeTbipem, KOTOpble Mbl yXKe YKasblBaau
(Typums, Yexua, MopTyranua, BennkobputaHus) B Hosbpe 2013 roga 6bian 3adUKCUpPOBaHbI HOBblE
BEPCUU BPEAOHOCHOTO Koga A/ nosib3oBaTtenel FfepmaHmm n ABcTpanmu.

3a npowsbii  MecAl, O6blan  3adUKCUMPOBaHbI  KPYMHbIE C/yvyan 3apaxeHuit B Yexun, Takxke
3/10YMbIWNEHHUKM A06aBUAN CKpUNTbl Beb-MHbEKUMI (web injection) B dalinbl KoHbUrypaumii ana
yeluckoro 60THeTa. HuxKe Ha Anarpamme NMOKasaHo pacnpeaeneHue 3apaxeHuii Hesperbot no ctpaHam,
KOoTopoe Mbl 3adpnKcupoBanu B Hosbpe c nomoubto ESET LiveGrid.
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Hesperbot unmeeT MOAYNbHYIO apXWUTEKTYypy M 4Yepe3 dalnbl  KoHUrypauumn nossonset
3/10yMbILWNEHHUKAM OPUEHTUPOBATb BPEAOHOCHbIM KOA Ha HOBble CUCTEMbl OHAAMH-6aHKMHra. C
MCNONb30BaHWMEM 3Toro daiina KoHpUrypauum BpPeAOHOCHOMY KOAy OTAQlOTCA OnpenefieHHble
WMHCTPYKLMMK, Hanpumep, Kakne URL-agpeca mogynb cHATUA gaHHbIX ¢ ¢opm (form grabber) gonxken
urHopuposatb. T. e. npu BcTpeye Takoro URL B HTTP POST 3anpoce, 3TOT Moay/ib He byAeT BbINONAHATbL
cneumanbHble AEWCTBUMA MO Kpayke BBOAMMbIX B Beb-GOpMbl Mosb30BaTeNleM [aHHbIX C LEefbio
nonydyeHua wHdopmaumm 06 aKKayHTax OHAaWH-DaHKMHra/KpeaAUTHbIX KapTax M nepegaye WX
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http://habrahabr.ru/company/eset/blog/193318/
http://virusradar.com/en/Win32_Spy.Hesperbot/detail

3/10yMbILNEHHWKaM. [lpyroii CNMCOK afpecoB UCMONb3yeTca AN onpeseieHns cuTyaunin cpabatbiBaHmsA
MOAyNA 3axBaTa BMAEO (MOXKET MCNONb30BaTbCA KaK CPeacTBO 06xo4a BUPTYasbHbIX KAaBuatyp u
nomoraet onepaTopy 6oTHeTa Habntogatb 3a HanaHcom 6aHKOBCKOro cyeta XepTBbl 6e3 Bxoga B
aKKayHT OHMaNH-6aHKMHra). KoHGUrypauMoHHbIA $Gann TakKe CoAepKUT BEO-MHBEKUUM, B CXOXKEM C
Zeus un SpyEve dopmare.

B Tabnauue Hue nokasaHbl URL-agpeca cuctem OHAaMH-BaHKWHra, KoTopble 6bliv OBHApyKeHbl B
OLHOM M3 NocAeAHUX KOHOUTYPALMOHHbIX Gpaiiios.

BoTHet URL-agpeca cuctem oHNalH-6aHKUHra
tr-botnet https://*isbank.com.tr

(Typums) https://isube.kuveytturk.com.tr
https://acikdeniz.denizbank.com
https://esube.ziraatbank.com.tr
https://isube.garanti.com.tr
https://esube.teb.com.tr
https://kurumsalinternetsubesi.akbank.com
https://internetsubesi.akbank.com
https://internetsube.yapikredi.com.tr
https://ticari.yapikredi.com.tr
https://internetbankaciligi.vakifbank.com.tr
https://websubem.vakifbank.com.tr

cz-botnet https://ibs.internetbanka.cz
(Yexws) https://ib24.csob.cz
https://ib.airbank.cz
https://www.fiobanka.com
https://www.servis24.cz
https://ibs.rb.cz

de-botnet https://banking.postbank.de

(Fepmanmsn)
au-botnet https://ibanking.stgeorge.com.au
(AscTpus) https://ib.nab.com.au
https://ww*.my.commbank.com.au
https://online.mystate.com.au
https://online.westpac.com.au

Huxe npepctasneH makeT Beb6-GOPMbI, C MOMOLLBLIO KOTOPOW 3/10YMbILLNIEHHUKN MbITAOTCA 3aMaHWUTb
YKepTBY Ha YCTaHOBKY MOBU/IbHOrO KOMMOHEHTA.


http://www.welivesecurity.com/search/?s=zeus&x=0&y=0
http://www.welivesecurity.com/search/?s=spyeye&x=0&y=0

Security

What is NetCode Smartphone Security?

All internet banking clients are required to install NetCode Smartphone Security

module. This application gives yvou the following advantages:

This service 1s available only for smartphone users.

Encrypting all SMS incoming from the bank with 236-bit key security key,
making 1t umpossible for third parties to intercept and read 1t;

Encrypting ONLY the SMS incoming from the bank, without affecting vour
personal SMS traffic;

Protecting vour smartphone from known types of viruses and malicious software;

Working in background without slowing down your smartphone and affecting its
performance;

Ensuning a high level of internet banking security.

MpeagynpexaeHue cuctembl 6esonacHoCTH

Yro us ceba npepctasnaeT Kog GesonacHocTk 4nA Bawero cmapTgoHa?

Ana

BCEX HKAMEHTOB CHCTEMbl OHAAMH-OaHKMHra Tpe@VE‘TCH YCT2aHOEBKa ChneyraneHOro

npuaoeHna ana cmapTtdoHa, KoTopoe no3sonuT pabotaTe € Kogamu Ge3zonacHoCTM. 3TO

NPUAOKEHWE AAeT Bam C/lefyrolliKe NpeMMyLLecTea:

lUndposaHune Bcex noctynatowmx ot GaHka SMS coobuweHWd ¢ McnoAb3zoBaHMem 256-
BUTHOrO KAKYa, YTO AenaeT HEeBO3MOMHBIM MNOMYYEeHWEe A0CTYNa K COAepHUMOMY
coobWeHWn TPETBUMIA ANLLAMK.

Lvdpoeanme ucnonbayetca TOMNBKO ana coobBueHwid, nocTynawwmx oT GaHKka, U He
pacnpocTpaHAeTCA Ha BCe OCTaNbHble cooblleHMA NoNb30oBaTeNA.

OGecneumBaeT 3aWMTY Bawero cmaptdoHa OT W3BECTHbIX TWMNOB BMPYCOB W
BpegoHocHoro Mo,

Mpunoxenune pabotaer B doHoBOM pexume Be3 BaMAHMA Ha paboTy  gpyrux
NPUAOMEHUIA, T. e. He cnocobcTByeT 3ameqieHud MX paboTbl M He NoHWMaeT
NPOM3BOAWTENBHOCTE CUCTEMBI.

OGecneumBaeT BbICOKKIA YpoBeHb H@30NacHOCTHM CUCTEMBI OHNaWH-OaHKKWHTA.

MpunoM¥eHne OCTYNHO TONBKO 414 NoAb30oBaTenei mobunbHbIX YCTPOKCTB.

[anee nonb30BaTeNtO HYXKHO BbINOJIHUTL COOTBETCTBYIOLME UHCTPYKLMN.



Select your phone ks

Announcement

All bank customers are advised to install new security application for mobile
phones. The application protects your bank account and your mobile phone from
being compromised by a third party.

Please note this application only runs with smartphones.

Please select your phone manufacturer and model

* Phone manufacturer

Select . |v| 1 can not find mvy phone 1n the list
* Phone model Select | 'r|
* Your mobile number +61 +61

Application download link will be send on your phone via text message. Please
ensure that mobile phone number provided is registered within Internet banking
system.

Application download 2%

Download link was sent to your mobile phone ()
IF you do not receive SMS in 60 sec you can resend it

Send SMS again

If vou have not received the text message with the link to download the application,
please follow the instructions to download the app manually

If error "Downloading stopped’ occurs, perform setting, having allowed
installation of application in: Settings > Safety > Unknown sources. Having
downloaded application, go to "Setting permissions of launching and activation
of applications" and check all permissions as "Allow". Application sent to vour
mobile telephone 1s operating only at model and type of telephone that vou have

chosen.
The mobile app works only with selected model and manufacturer.

If your phone is NOT Nokia E55, please return to the previous page and, if appropriate,
make another selection.



Activation 1

Operating system of vour phone is Android OS. Please read application
instalaltion and activation instructions.

= Activation code 138902

*Response code

To actrvate the application, enter activation code displayed above to the
"activation code" field on your mobile phone screen, then press "activation”
button. If activation code 1s entered correctly, app will display response code 1n

the "response code” field. Then enter the response code to the website and your
application will be activated.

HuKe npeacTaBieH cayyait Be6-MHbEKUMM Ha Beb-caiiTe Yelckoro 6aHKa.
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#  UCTY A TRANSAKCE SPORENI KARTY PUJCKY HYPOTEKY INVESTOVANI
Oblibené Joravit Co je Smartphone Security Software (3S)?

-+ Novy pikaz k Ghradé

¢

Vsichni klienti internetového bankovnictvi jsou nutné k instalaci 3S Smartphone Modul zabezpeceni

Nezal&tované transakece Tato aplikace poskytuje nasledujici vyhody

¢

Nezalétované karetni

transakce

= Historie zbstatkd

vod prostfedki

d transakci

- Zistatky

< Katalog produktd

Potrebujete poradit?

o Virtualni privedce
’ Online chat

- Sifrovani vechny prichozi SMS zpravy z banky s 256-bitowym klicem bezpeénostni kli¢. délat to
nemozZny pro tieti strany, aby zachytit a precist si je

« Sifrovani POUZE SMS piichozi z banky. aniz by to oviivnilo vade osobni SMS kemunikace
« Ochrana smartphone od znamych druh virt a 3kodlivého softwaru
« Prace v pozadi. bez zpomaleni vaSeho smartphonu a ovliviiuje jeho vwykon

« Zajisténi vysoke Grovné bezpecnosti internetového bankovnictvi

Tato sluzba je dostupna jen pro smartphone uZivateld

B4 Napiste nam

CTout oTmMeTUTb, YTO B ciayyae ¢ Hesperbot nonb3oBatenb npogosirKaeT HabaogatTb 3Hayok https

coeaMHeHWsA B CTpoKe aapeca 6paysepa. bonee noapobHyo MHPopmaLmio 06 MCNONb3YEMBIX UM AAA
3TOro MeToAax MOXHO HalTK B HaleM LeTa/lbHOM aHannse.

Mbl y*e onucbiBaan pasanyHble

moaynn Hesperbot B Hawem npeabiayuiem aHanuse. lNocnegHss

BEPCUS BPEAOHOCHOTO KoAa Tenepb MCMo/b3yeT ABa HOBbIX moaynA. Mepsblii HasbiBaeTca gbitcoin w
NbITaeTca KpacTb ciegytolme dainbi:

- %APPDATA%\Bitcoin\wallet.dat

- %APPDATA%\MultiBit\multibit.wallet


http://habrahabr.ru/company/eset/blog/193318/

3K dannbl UCNONBL3YIOTCA KaK XpaHWAULWA cpeacTs8 Bitcoin n XpaHAT ceKpeTHble KAUN ANA KAUEHTOB
Bitcoin u MultiBit. YunTbiBas BbICOKYO CTOMMOCTb Ba/toTbl Bitcoin, Takoe pelweHue no gobasneHuto
nogobHoro moayna ABAAeTCA BNOAHEe NOHATHbIM. HECKO/IbKO cOBETOB N0 He30MacHOMY UCMOJ/1b30BAHUIO
OGUTKOMHOB MOXHO HAaWTK Ha Hallem aHrnoa3bl4HOM B10re, a TakKe Ha Bitcoin wiki.

BTopoit 4o6aBAEHHbIN 310yMbILLAEHHUKaMM MoAay b Aaxke 6onee nHTepeceH, Yem nepsbli. AKTUBHOCTb
3TOro moayna onpegenserca KoHPuUrypaumoHHbim dainom Hesperbot. Ecnv B Hem npucyTcTBYHOT
COOTBETCTBYIOLLME 3aNNUCK, TO MOAY/Ib MOXKET BbIMOJIHATL CAeAyloline AencTema:

1.

OcTaHaBnmnBaTb BCe MOTOKAU B HeOGXO,ﬂ,MMOM npouecce, a TakXe CKpbiBaTb BCe €ro sngmnmbie
OKHa.

push SW_HIDE ;> NnCmdShow
push esi : hund
call ds :ShowWindow

push a ; bEnable
push esi : hind

call ds:EnableWindow

MoKasbiBaTb MO/Ib30BATEND  CheunanbHble Cco0bLWEeHNAs C  Ucnosb3oBaHMEM  GYHKUUMK
MessageBox.

BnokMpoBaTb ceTeBoe B3aMMOAENCTBME uepe3 nepexBaT oyHKuunii recv, WSARecv, send,
WSASend n3 6ubnmotekn ws2_32.dll Ha onpeaeneHHoe Bpems

(= ]

hook socket functions proc near

push esli

mou esi, sch_mod

push offset hooked recu

push offset hooked recu send
push ds:recu

push 1

call dword ptr [esi+18h]

push offset orig WSARecw

push offset hooked_ WSARecuv_UWiASend
push ds:WSARecu

push 1

call duword ptr [esi+18h]
push offset orig_send

push offset hooked vecu_send
push ds:send

push 1

call dword ptr [esi+18h]

push offset orig_WSASend

push offset hooked WSARecv W5ASend
push ds:-WsSASend

push 1

call duword ptr [esi+18h]
add esp, 4Bh

Xxor eax, eax

inc eax

pop esi

retn

hook socket functions endp

Puc. Mepexsamoeisaembie Hesperbot cemegble dhyHKUUU.


http://www.welivesecurity.com/2013/11/29/cash-or-crash-tips-and-tricks-for-using-bitcoin-safely/
https://en.bitcoin.it/wiki/Securing_your_wallet

hooked recv_send proc near

push WSAEACCES ; iError
call ds:WiaSetLastError

or eax, BFFFFFFFFh

retn 18h

hooked recv_send endp

Puc. Mepexsamsisaembie Hesperbot cemegble dhyHKUUU.

B Takom cnyvae nepexsBaTbiBaemble ¢yHKUMM byayT Bo3Bpawatb ownbry WSAEACCESS. [Ons
peanusaunn nepexsatos Hesperbot ncnonbsyet BcnomoraTenbHbI Mogyab sch_mod.

MoKa Mbl HE CMOFIM OBHAPYXUTb KOHOUIYPaAUMOHHbIX $aiioB, KOTOPblE AaKTUBUPYIOT 3TY HOBYHO
YHKUMOHANbHOCTb. BO3MOXKHasA Lenb MCNOAb30BAaHMA TakMX OOPAabOTYMKOB 3aKNO4YaeTcA B
610KMPOBAHUM PaboOTbl OTAE/NbHbIX OAHKOBCKMX MNPUIOMKEHUI, Hah KOTOPbIMM TPOSAHCKasA
NPOrpamma He MOXKeT NOAYYUTb ynpasaeHue. Takaa NPaKTUKA MOXKET NOATONKHYTb NONb30BaTeNA K
NCNONb30BaHUIO Beb-MHTepdenca Bpaysepa, KOTOPbIN Y¥Ke CKOMMPOMETUPOBAH BPELOHOCHLIM
KOZOM.

Ham yaganocb o6Hapy**uTb NnaHenb ynpasaeHua C&C Hesperbot.

Phone install admin Webinjects Settings

D Name Total installs New installs
1 acik.denizbank a o
2 esube.teb a o
3 finansbank o o
4 internetsube.yapikredi o o
5 internetsubesi.akbank a o
] isube.garanti a o
7 kurumsal.akbank o o
B sube. kuveytturk o o
9 ticari.vapikredi a 0

10 internet.vakifbank a [}

Edit country
New bank

CKPVHLLOT Bbllle MOKasbiBaeT 6aHKM Tex CTpaH, Ha KoTopble HaueneH Hesperbot, n KosmuecTBo
ycnewHbIX YCTaHOBOK MOBW/IbHOrO KOMMOHeHTa. Kak ynoMWHaNoCb paHee, 3/10yMbIWAEHHUKM
3aMaHMBAIOT XEPTB Ha CTPaHMLY YCTAaHOBKM MOBUALHOTO KOMMOHEHTa yepe3 Beb-MHbeKUMU Ha
CaliTbl CMCTEM OHNaMH-6aHKMHra. MaHenb ynpaBneHuaA, NOKasaHHan Bbllle, MOXET NpeaoCTaBUTb
CTAaTUCTMKY NO TYPELLKUM, aBCTPAMIUCKUM U HEMELKMUM BOTHETaM.

3akno4veHune

310yMbILWEHHWKK, Ucnonb3ytowme Hesperbot, 6b11n o4eHb akTUBHbI B NocaeaHee Bpems, No3ToMy
MOXHO 0¥XMAaTb COOTBETCTBYIOWMUX GUHAHCOBBLIX NOTEPb A/1A KAMEHTOB 6aHKOB. Mbl npoaoikaem
cneguTb 3a Hesperbot 1 6yaem aeprkaTb Bac B Kypce A4a/IbHENLWMX COObITUIA.



