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Win32/Virlock — nepBblii camopa3mMHOXKaloLWUiicA BbiIMOraTesb

BpepoHocHaa nporpamma Win32/Virlock npeacrasnseT 13 ceba nepsblit 3BECTHbIA Ha CEroAHALWHUIA
JeHb BbIMOraTesib (ransomware), KoTopblli CNeLManusnpyeTca Ha 3apakeHun ucnosHaemolx Gainnios, T.
e. BegeT ceba Kak dainosbin Bupyc. Virlock ymeetr 610KupoBaTb pabounit cTon nosnb3oBaTens ¢
TpeboBaHMeM Bblkyna, wndpoBatb ¢alnbl NOAb30BATENA, A TaKXKe pPasMHOXaTb CBOE TeNo KaK
NoAMMopPdHbIN BMpPYC.

CemelicTBa BbIMOraTenei, KOTopblii Mbl Habiloganu paHee, GpakTMUECKM, MOXKHO pasgenvTb Ha Aage
6onblume rpynnbl: 610KMPOBLUMKK 3KpaHa (LockScreen) u wwudposanbwmkn dainos (Filecoder). B
nepBoM Cay4ae BbiMmoraTeib 610KMPYeT N01b30BaTEe/I0 AOCTYN K paboyemMy CTONY A0 NOJYYEHUA BbIKyNa,
a BO BTopom wudpyeT dainbl nosb3osBaTens, Aefas HEBO3SMOMKHbIM MX MCMo/b3oBaHuMe. pu aTom
coobueHne c TpeboBaHMEM BbiKyna MOXKET MOABUTCA B KayecTBe oboeB pabouyero crtona, B BuAe
OTKpPbITOro TeKCToBOro daiina, a TakKe Yepes NPOCToe OKHO (Kak B caydae ¢ Cryptolocker).

B HEKOTOpbIX C/y4asx, BbIMOraTeslb MOXET MPUMEHUTb MMOPUAHBIN NOAXOA4 U CoAep:KaTb 0be 3TuX
BO3MOHOCTM, T. €. BAOKMPOBAHME AOCTyna K paboyemy CTOAy MAM YCTPOMCTBY COMPOBOXKAAETCA
wudposaHnem d¢aiinoB Ha Hem. [puM 3TOM KOZL BPELOHOCHOM Mporpammbl ByaeT MCnosb30BaTb
cneumanbHble MEXaHU3Mbl A5 3anpelleHUs 3aKpbiTUMA NOosBMBLUErocA OKHAa. [lMpumepom TaKol
BpPeAOHOCHOM nNporpammbl AasaseTca Bbimoratenb Android/Simplocker.

B oKTAGpe mbl 3adUKCMPOBAIM HOBbLIA TUN TaKoro BpegoHocHoro MO Kak BbiMoratesb. BpeaoHocHas
nporpamma Win32/Virlock morna 610kupoBatb paboumnit cton nonb3osatensa ¢ TpeboBaHUeM BbiKyna,
wrdpoBaTb daiibl, a TaKKe 3aparkaTb UCNONHAEMbIV danbl Kak NOAMMOPGHbI BUPYC, BCTPaMBasA B HUX
cBOW Ko, HeiaBHO Mbl OGHAPYKMAN HECKOIbKO HOBbIX MOANGUKALMIA 3TOTO BMPYCA, YTO YKa3blBaeT Ha
€ro aKTMBHOE PasBUTME CO CTOPOHbI 3/I0YMbILLIEHHUKOB. Kog, VirLock eMOHCTpUpPYeT BbICOKUI YPOBEHb
TEXHWUYECKOM NOATOTOBKM aBTOPOB 3TOM BPEAOHOCHOM NPOrpammbl.

Win32/Virlock uncnonbsyetr ocobbii npuvem ans wudposaHusa ¢ainos. Bmecto 06bIMHOrO mMeToaa
no6aiToBoro wndpoBaHUs Bcero ¢amna UaM ero Hayana, Takol ¢ain npeobpasyeTca B UCMONHAEMbIN U
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K Hemy gonucbiBaeTcsa Kog Virlock. BpegoHocHas nporpamma crneuyanmsnpyetca Ha KomnpomeTauuu
cneayowmx TMNoB gainos: *.exe, *.doc, *.xls, *.zip, *.rar, *.pdf, *.ppt, *.mdb, *.mp3, *.mpg, *.png, *.gif,
*bmp, *.p12, *.cer, *.psd, *.crt, *.pem, *.pfx, *.p12, *.p7b, *.wma, *.jpg, *.jpeg. Mpwn atom Virlock
cnocobeH 3apakaTb ¢aiifibl Ha CeTeBbIX AUCKAX U CbeMHbIX HOCUTENAX.

Mpu 3apaxeHunn (wndposaHnn) dpaiina, KoTopblii He sBaseTca ucrnonHaemsim, Virlock cosgaet gns Hero
HOBbIA ucnonHsembin Win32 PE-¢aitn, B KOTOpbI 3anucbiBaeTcA Kog Bupyca M 3awmndpoBaHHoeE
coaepKumoe AokymeHTa. OpurnHanbHbi Gain yaanseTcs, a Ha ero MecTe NoABAAETCA HOBbIN C TEM Ke
MMeHeM 1 J06aBNEHHbIM PacClUMPEHNEM .eXxe K MmeHu. MNpu 3anycke Takoro ¢aina Ha UCNONHEHWUE, OH
pacwmndpoBbIBAET OPUTMHAbHbBIN $aiif, 3aNUCbIBAET €r0 B TEKYLLYHO ANPEKTOPMUIO N OTKPbLIBAET.

3anyck 3aparkeHHoro Virlock ¢aitna conposoxkaaeTcs co3gaHvem AByX ero HoBbix $aiioB, KOTopble
aHaNorMYHbI OPUTUHAIBHOMY APONMepPy, HO U3-3a NOAMMOPdU3Ma COAEPMKAT PAa3HbIN UCMONHAEMbIN KOA.
OauH dain cospaetca B aupektopumn %userprofile%, a BTopoit B %alluserprofile%. Ana obecneyeHuns
aBTO3arpysku, BpPeAoHOCHAaA Mporpamma MponucbiBaeT MNyTb K CBoeMy ¢aliny B COOTBETCTBYIOLLEM
pasgene peectpa Run oboux pasagenos HKLM n HKCU. Mbl Takke Habnaoganm mogudukaumm Virlock,
KoTopble U3B/IeKann u3 cebsa TpeTuin ucnonHsemolli Gpain. OH perncTpupoBascsa B KauecTse cepsuca. ITu
n3BsievyeHHble Gainbl 0TBEYANN 3a AanbHelwee 3aparkeHne $aiioB B cUCTEME.

YacTb Koga BbiMoratena OTBETCTBEHHA 3a OTO6pa)-KEHM€ NONb30BATE/NO 3KPaAHa 6}'IOKM|Z)OBKM, npn 3aTom
MCNnonb3ya yxe Ccraswmne TUNMUYHbIMKU MeTOoAbl CaMO3alliuUTbl, B TOM 4YUC/1e 3aBeplleHMe npoueccos
NpoBOAHWKA U AUCNeT4epa 3a4a4.

Your computer was trying to access a restricted area and was automatically blocked

Your computer is now blocked. System hard drive has been disabled.

45 files have been temporarily blocked on your computer.

To regain computer access and restore files you are required to pay a fine of 250 USD
How to pay a fine?

You can pay online using BitCoin or in person at your local courthousa.

Where to get BitCoin?

BitCoin is available nationwide. Click the tabs below to find the nearest exchange or an AIM,
How to make an instant online payment?

To regain access transfer bitcoin to the following address (click to copy):

198tX7Nal g608qcTT 2UvScSBVzN3oEozpy

After the payment is finalizZed enter Transfer ID below.

Amount : Transfer ID:
BIC 0.652 | PAY FINE

IMPORTANT NOTICE: If the fine is not paid in 2 working days you will be charged, fined and arrested.

Puc. 9kpaH 610KMPOBKKN OAHOM U3 MoANPUKaLMIA BPeAOHOCHOM NporpamMmmbi.

CoobLieHne B OKHe BIOKMPOBKN COLAEPMKUT TEKCT NpeaynpexaeHusa AA noib3oBaTens u npegsaraet
ONNaTUTb CyMMY BblKyna B 6BUTKOMHax. HegaBHO Mbl mMvcaan nNpo apyroi Bbimoratenb TorrentLocker,
KOTOpPbIA TaK¥e BbIMOraeT Yy MO/b30BaTeNs [OEHEXHble CpeacTBa B 3TOW KpunToBastoTe. Huke
npeacraBneH 3KpaH 6s0KknMpoBkM 6Gonee Hoson Bepcum Virlock, oH no3BosnAeT nonb3oBaTento
MCNO/1b30BaTb NPU/IOXKEHUA BeH-6pay3ep U BNOKHOT.
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This computer was automatically blocked. Reason: Pirated software has been detected.

Operation Global IIT is & coordinated effcrt by U.5.. Cansdian. European. Australian. Hev Zsaland
and other lav enforcessnt agencies across the globs targsting computers with pirated content .

Puc. Opyroi Bua skpaHa 610KkMpoBKK. OTobparkaetca BKAagKa onaathbl.
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This computer was automatically blocked. Reason: Pirated software has been detected.

What is BitCoin

BitCoin is a software-based secure payment system approved by international law enforcement agencies.

How to pay a fine?

1.Purchase bitcoins from an exzchange or an ATM.

2. Transfer to the address (click to copy): 1N43vMz9gB1lzcBFFzCOnENSmErE3s¥ifrn
To locate the nearest exchange or an ATM open the corresponding tab below.

If wou purchased a paper wallet or you want to register a new bitcoin wallet follow the instructions below:
Open Internet Browser. Go to the address: blockchain.infoswallet and eclick 'Btart A New Wallet'.Enter your
e-mail address(optional) and password. Make sure your password is secure. 3ave your password safely,
preferably offline(click Notepad). Follow the steps prompted on the website and pay close attention to the
security recommendations. Login to yvour Bitcolin wallet hlockchain.inforwallet-login Click on Import ~
Export. Enter the paper wallet's private key by typing it manually (case sensitive) and click on 'Add
Private Key'. Click 'Sweep Key'. Make sure vour Bitcoin balance reflects the new deposit.

Making BitCoin payment: click 'Send Money' on the menu, enter the hitcoin address, click 'Send Payment'.
Learn more about BitCoin
howtobuybitcoins. info bitcoin.ory

en.bitcoin.itswiki-Introduction en.bitcoin.it-wiki-Betting_started
en.bitecoin.itswikisBuying biteoins en.bitcoin.itswikisMain Page

Payment BitCoin Information BHitCoin Exchanges EBitCoin ATMs Internet Browser Notepad

Puc. UHpopmauma o BUTKoMHax Ha 04HOMN U3 BKIAZAOK OKHA B/IOKMPOBKU.
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This computer was automatically blocked. Reason: Pirated software has been detected.

View: US Ezchanges International Exchanges

CoinBase ExpressCoin

coinbase.com SEpressScoll . com
support@expresscoin . com

CoinCafe

coincafe . com CoinMkt

Coin Cafe, Inc. colnmkt.com

33 Nassau Ave - 2nd Floor

Brooklyn, NY 11222 BitQuick

Phone: [347) 454-2646 bitgquick.co

support@coincafe.com

CoinkEnR.com
WWW . COlnrnr. com

support@coinrnr.com.

LakeBTC
www , lakebto . com

Payment BitCoin Information BitCoin Exchanges EBitCoin ATMs Internet Browser Notepad

0 ation Global III X ed effort by T.!
and ot nfor - glr

Puc. Bknaaka c uHpopmaumei o pabote ¢ bUTKOMHamum B ciydae ¢ CLUA.

Kog, Bpe4OHOCHOM Nporpammsbl, KOTOPbI OTBEYAET 3a BbIBOA, 3KpPaHa H/10KMPOBKM, CNOCOOEH BbINONHATDL
HEKOTOPYHO JIOKaAu3auno nHTepdeica camoro aKkpaHa (oKkHa). [1ns 3Toro UCNo/Ib3YeTcs coeanHeEHUe C
Beb-calitom google.com UM panbHEWWWA aHaAM3 AOMEHa, Ha KOTOPbIM  OcyliecTBaseTca
nepeHanpasneHne, Hanpumep, google.com.au, google.ca, google.co.uk, google.co.nz. Takxe
ncnonbayetca ¢pyHKumna GetUserGeolD. [lna cTpaH, COOTBETCTBYHOLMX BblLLENEPEYNCIEHHBIM AOMEHAM,
oTobparkaeTca cBoM ¢aar, CTOMMOCTb OUTKOMHOB U TEKYLLMIA KYPC HALMOHANbHOM BANOTHI.
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This computer was automatically blocked. Reason: Pirated software has been detected.

Opexraticn Global III is a cooxrdinated effoxrt by U.S.. Canadian, Eurcpean, Australian, Nev Zealand
and other lav enforcement agencies across the globe targeting computers vith pirated content

Puc. Bknaaka c nHoopmaumeit o pabote c GUTKOMHaMM B ciydae ¢ KaHaaoM.

C TEXHMYECKOM TOYKM 3peHUsA Hanbonee MHTEPECHOM YacTbio BPEAOHOCHOM NPOrpammbl ABASETCA
MexaHWn3Mm 3apaxkeHuna ¢annos u noammopdusm. Moanmopdusm Virlock rapaHTMpyeT yHUKANbHOCTb
Tesla Bpe4OoHOCHOM NPOrpamMmbl B KaXKA0M 3apaxkeHHoM ¢aine. Virlock ncnonb3yet HeECKOABKO cloes
wndppoBaHua dpanna.

UcnonHsaembin daiin Virlock BkatovaeT B cebs cneupanbHbI Ko4, KOTOPbIA Mbl HasbiBaem XOR stub
builder. OH pacnonaraeTca B ¢paiine B He 3aWIMPPOBAHHOM COCTOSAHMU. OCTaNbHble AaHHbIE BPeA0HOCHOM
NporpamMmbl U ee Kog, a TakKe AaHHble OpUrKMHaabHOro dalina (B ciyyae, ecim Mbl UMeem Aefio He ¢
OPUTMHA/NbHBIM APONNePoM, a GaliIoM KOTOPbIN Bbia 3aparkeH) HaxoAATCA B 3aWMdPOBaHHOM BUAE.

YnomuHaembliit XOR stub builder coctout 13 BocbMu 610KOB KoAa M MCMNOAb3YETCA ANA FeHepauun
WHCTpYKUMIA Tna XOR, KoTopble ByAyT Mcnonb3oBaThcA A8 PaclunMdpoBKM AaHHbIX daina. OauH U3
TaKkux 610KOB M306paXKeH HUXKE Ha PUCYHKE.
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Puc. Bnok kKoga XOR stub builder.

Bnokn koga XOR stub builder ssnatoTca NOAMMOPOHbIMM, T. €. PA3IMYAIOTCA OT OAHOMO 3aPaKEHHOro
daitna K gpyromy. B nobom cnyyae, MCMOMHEHME KAXKAOMO M3 HUX MNPUBOAUT K BbIYUCAEHUIO
onpepeneHHoro geoliHoro cnosa (DWORD) 1 ero 3anucu no GUKCMpPOBaHHOMY CMELLEHUIO B MaMATU. ITn
CNoBa NPeACTaBAAT U3 cebs MHCTPYKUMKM XOR stub, T. e. 3arnywku ¢ UHCTpyKuMamMmM XOR, KoTopble
pacwndpoBbIBAOT OCTaNIbHYIO YacTb daina.

Mbl roBOPMAN NPO MHOrOYPOBHEBbLIN Noaxoa, Kotopbln Virlock ncnonbsyet npu wndposaHmm daina. B
Takol cxeme, XOR 3arnyluKa ucnonb3yeTcs A5 pacimdpoBKM HEOOIbLIOTO YYacTKa KoAa UCTOTHAEMOTO
¢daina (YacTb 1). Takoi Koa, COCTOUT U3 HECKObKMX QYHKUMI. Ha CKpUHLLIOTE HUXKe npuBeaeH dparmeHT
Koga XOR 3arnywku. [ns pacwmdpoBKM Mcnosb3oBasaca Koy O0x6B130E06, npuuem pasmep
pacwndpoBbiBaeMon YacTn paseH 0x45c.
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JL SHORT esoAMwIs.0040100D

Puc. Kog XOR 3arnywkn. Janee ynpasieHne nepegaerca Ha paclindpoBaHHbIM 610K Koga pasmepom
0x45C 6aiT.

NHTepecHol ocobeHHocTbio Virlock aBnsetca cTpoeHme ero pacwmdpoBaHHoro koga (Yacts 2). Moutu
Kaxkgas OyHKUMA B HeM 3awmMdpoBaHa eLLe pa3 U HAaYMHAETCA C 3ar/yLWKK, KOTopas pacliMdpoBbIBaeT
Kog, camoli QYHKLMIO. ITO CYLLECTBEHHO OC/OXKHAET aHa/IM3 BPEAOHOCHOW MPOrPamMbl, MOCKOJIbKY KOZ,
bYHKLMI HeNb3A NPOaHAIN3MPOBATL B AM3accembepe. Kog 3arnyLKm OCTaTOYHO NPOCT U UCMO/Ib3yeT
anroput™ XOR gna pacwmndpoBku Tena GyHKuMu. Mocne MUcnonHeHua ¢GyHKUMKM, ee Kog, B MamATu
3awmndposbIiBaeTcA 06paTHO, NpW 3TOM LWMPPOBAHME NMPOU3BOAUTCA C UCMOb30BAHMEM HOBOTO KJtOYa.
HuKe Ha pUCYHKe NoKasaH Npumep Takoro Koga. MHCTpyKumMA rdtsc ncnonbsyetca Ans NoayYeHUs Kaoua
wundposaHua, ganee onepauma XOR npumeHAeTca 4NA WUPPOBAHUA HECKO/IbKMUX MEePEMEHHbIX U Tena

dYHKLMMN.

CALL <esoAMwIs.CHECKSUM>
CALL <esOoAMwIs.DECRYPT/ENCRYPT>

Puc. Kog wundposaHma Tena pyHKUMKM NOCE ee UCMOAHEHNS.

TaKyto 0cobeHHOCTb BPEAOHOCHOW MPOrpaMmMbl MOXKHO Ha3BaTb NOIMMOPGU3IMOM Nepuoaa UCNOTHEHUSA
(run-time polymorphism). Mpu 3anycke HECKONbKMX ee KON, AamMmnbl NamMATU UCNoHAeMoro dalina
6yayT pasnmyaThCs.

Mpw pacwmdposKe YacTn 2, Koa BpefOHOCHOM NPOrpamMmmbl TakxKe NpuberaeT K NPUMEHEHUIO eLLe O4HOM
npoueaypbl pacwmnpposkn. Kak mbl ynomuHanm, Yactb 1, KoTopaa pacwmdpoBaHa ¢ UCNOIb30BaHNEM
XOR stub, pacwwudpoBbiBaeT ocTanbHyt 4YacTb ¢daitna BpPenoHOCHOM MPOrpaMmbl U cogepumoe
3aparkeHHoro ¢aina, B caydae ero npucytcteua. Mpoueaypa paclwmMdpoBKM COCTOUT B MPUMEHEHUMU
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onepauuun LMKAnYeckoro casura snpaso ROR. Mcnosib3ayemblli Koy paclumdpoBKM KECTKO 3aLUUT B Tesle
BPEeAOHOCHOM Nporpammei.

Takum obpasom, Virlock ucnonbsyer TpexypoBHEBYIO cxemy WNdPOBaHUA:

e [lepBsas 4acTb (YacTb 1) Koaa BpeAoOHOCHOW Mporpammbl paclundposbiBaetcs Kogom XOR stub,
KOTOpbI B CBOIO o4epedb dopmupyetcs ¢ nomolbto XOR stub builder.

e Bropas yactb (YacTb 2) Kofa BpeaoHOCHOM NPorpaMmbl pacliMdpoBbIBAETCA C MOMOLLbIO NEPBONA
yactu (Yactb 1).

e Kaxpgaa ¢yHKUMA Koga BTOpoOM 4Yactu (YacTb 2) 3awmdppoBaHa M pacwmndpoBbIBAETCA CBOEM
COBCTBEHHOM 3arnyLWKoOM, KOTOpPas Pacno/ioXKeHa B caMoM Hadane ¢dyHKuuu. Nocne ncnoiHeHus
dYHKUMKM, ee Kog B NamATK 3alindpoBbIBaeTcAa obpaTHO.

Virlock cogeput Koa, KoTopbli peanusyeT ¢ainioBbin nonMmopdmsm (3apakeHune aiiios) BO BTOpou
yactu. Korga ynpaBieHue nosiydaeT COOTBETCTBYOWAA GYHKLUMA, OHA KonupyeT Teno BpeaoHOCHOM
nporpaMmmbl B BblAENEHHbIA YyYacTOK NamATW. Takmm obpasom, ¢ainoBbiit NoAMMopdU3M ABAAETCS
cneacteMem noanmopdmnsma B NamaTh (run-time), NOCKOIbKY CKOMMPOBAHHOE B Y4aCTOK NaMATU TENO
BPEAOHOCHOW NPOrpammsbl y»Ke nogsepriocb moamduKauum co CTOPOHbI aAropMTMOB LWNGPOBAHMUA U
MmoanduKaumm Koga. [anee 3TOT Koh NoABepraetcA NOBTOPHOMY LWMGPOBAHUIO, B COOTBETCTBUM C
YPOBHSIMM, ONUCaHHbIMM Bbiwe. CKONMPOBAHHbIN KoA NpeacTaBseT M3 cebs Tak HasbiBaeMylo BTOPYHO
YyacTb, KOTOpas BMeCTe C COAEPXKMMbIM 3aparkaemoro daina noasepraetca WKUPOBAHUIO C
MCMNO/Nb30BaHNEM HOBbIX Katoyel. Mocae atoro B namath popmupyetca 610K GyHKumiA XOR stub builder,
OH byZeT OTBETCTBEHEH 3a paclmMdpOBKY NEPBOM YaCTK.

BbINONHUB BCe YyKasaHHble warK, Virlock 3anucbiBaeT chopmupoBaHHbId dalin, KOTOPbIA COAEPMHKUT
3alWmndpoBaHHOE TE/10 BUPYCa U OPUTUHAJIbHbIE AaHHble daina Ha AUCK. 19 3TOro opurnHanbHbI daiin,
KOTOpPbIA NoABeprca 3apaKeHWuto, nepesanucbiBaetca. B cnyyae, ecam 3apakeHHblid Gain He ABAANCA
ucnonHaembim PE-¢aiiom, K ero MMeHW M CyLecTBYIOWEeMy pPacliMPEeHno AOMMCbIBAETCA HOoBOe
paclmpeHune .exe.

3aKknoueHune

Hawa cuctema tenemetpum LiveGrid nokasbiBaet, uyto 3apaxeHuto Virlock nogseprnocb Hebonblioe
KO/IMYEeCTBO noJsib3oBaTeneil. VX KOAMYecTBO He CPaBHUMO C KONIMYECTBOM MOJib30BaTeNiei, KoTopble
noABepraucb 3apaxeHuto TorrentLocker uam gpyrux nogobHbIX emy BbiMoratenei. Tem He MeHee,
aHanu3 TpaH3aKuMi, NpoBeaEHHbIX NO YKazaHHOMY cyeTy Bitcoin, MoKa3biBaeT, YTO HEKOTOPbIE KEPTBbI
Y}Ke ONaTUAM BbIKYN 3/10YMbILAEHHMKAM.
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