BE3ONACHOCTb. HUYEFO MNLHEMO

3rIO0YyMbILWSTIEHHUKN aKTUBHEE UCMNONb3YyHT
Win32/Bicololo

B Hawlem peiTuHre yrpos, B 3TOM roay, TposiHcKaa nporpamma Win32/Bicololo npucytcteyeT Bo BCex
€XXeMeCAYHbIX OTYeTax C Pas/IMYHOM CTaTUCTUKOM aKTUBHOCTMU. HECMOTPA Ha TO, YTO aKTUBHOCTb YrpOo3bl
MMeeT TEeHAEHUMIO K chagy mnocAefHWe HECKONbKO MecALeB, Mbl 3apUKCMPOBaNM YyBeAUYEHUE
KO/IMYeCTBa BPEAOHOCHbIX CCbIIOK, KOTOPblE MCMONb3YIOTCA ANA YCTAaHOBKW 3TOro BpeaoHocHoro MMO0.
TaKue cCbIIKM MackupytoTcs noa pannbl rpadmyeckmux n3obpaskeHui.
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MofoobHble CCbLIKM PACCbINANNCL 3/M10YMbILIEHHUKAMM B Pas/iMuHbIX COLMAbHbLIX CepBMCax U
mecceHepax. Mpu nepexoge no ccbiike, Bpaysep npensaraet Nonb30BaTesl0 COXPaHUTb daln Ha
ECTKOM AMCKe, Npu 3TOM, MOMKHO 3aMETMTb, UTO 3arpy)aemblii ¢aitn MMeeT pacliMpeHmre .Scr, a He
.jpg. Mpu 3anycKke Takoro ¢aina «3KPaHHOWN 3aCTaBKM» MOXHO YBUAETb, YTO BHOCMMbIE €10 B CUCTEMY
n3MeHeHna (BKaYaa MoambmKaumio cuctemHoro ¢aiina hosts) HamekaloT Ha MOTeHUMaNbHbIE

BpeaOHOCHbIE AEVICTBMH 3TOM nporpammel.

&= Process Monitor - Sysinternals: www. sysinternals.com

File Edit Ewent Fiker Tools Options Help
ABE | vAS B A8 #BE AW

.. Process Name FID | Operation | Path
1. sdadirinoy_B40 896 & Process Start
1. sdadimeroy_G40 896 BhWikeFile CADocuments and 5etingstadmmiztadarConfiguracion localhTemphdnzth2 mp
1. sdadimiroy_B40. 836 =hWikeFile CADocuments and 5 etlings\Adminisirada Configuracidn locahTemp'dinsih2 g
1... = iadimroyv_B40. 836 =R WnteFile CADocumenls and 5etings\admrmist adar Configuracidn locah Temphfnztitemp_[Ltmp
1... = dadimiroy_G40. 836 R wWnteFile CADocuments and 5etingsh\admmistadarConfiguracion local\Temphdnstitemp_[Ltmp
1. = pdadimiroy_B40. 836 ﬂ"w'rhﬁl: C:MArchivos de progiamatCormo\Mino'soex. vbs
1... < viadimirov_B40. 896 ﬁWrtuﬁu C:Mrchivos de programa’ Conmo\Minahust_do_itivbs
1... = fviadimroy_G40. 896 shwiteFle C:Marchives de programa’ Conmo\Minahzlonizato
1... & fviadimrov_ G40, 296 Bk witeFle C:Mrchives de programah Conmo\Minohzizki_masizkin
1. ladimrow_G40. 896 HhwiiteFile C:Mrchivos de programat Cormo\Minoihuitsia, bat
1... = gvdadimroy_ G40 896 ¥ Process Create  C:AOWANDDWS syztem 32 cmd exe
1. Bernd ave 1476 &% Process Start
1. Ecmd.exe 1476 ShwiteFile CAWINDOWSsspstemIPdmersietcihosts
1. Bomdexe 1476 S wikeFile CAWIND DWS spstem 3 dmearsheticihosts
1. BYcmdexe 1476 S wrkeFile CAWIND WS spstem 3 dmearsheticihosts
1. Bcmdexe 1476 Sh\wrikeFile CAWINDOWSvspstemISdmearsieichhosts
1. Blcomdese 1476 ShwikeFile CAWINDOWS spstem 32 dmeershetchost s
1. Bicmdexe 1476 Sk WikeFile CAWINDOWSvspstemI2dmeershetchhosts
1... Blomdese 1476 ShwikeFile CAWINDOW S \spstemI2dimvarsietchhost s
1... Biemdexe 1476 =h'WikeFile CAWINDOWSvspstem I divveis\etchosts
1... B emdexe 1476 =h'wiiteFile CAWINDOW S \epstem I dimvershetcihost s
1... Bemdene 1476 jﬂ.-\l'ri:eﬁe CAWIND WS spstem 32 dirvershetcVhost s
1... Eemdene 1476 ﬁ‘w'rtnﬁl: CAWINDOWS\system I dimvers\etcihosts
1... B cmd.exe 1476 Sh'witeFle CAWINDOWS \spstemIZdmeershetchhosts
1. Ecmdexe 1476 Bk witeFle CAWINDOWS\system I dmvers\etchhosts
1. B crmd exe 1476 &Y Process Create  C:OWINDOWS S pebem 32\ WS cript exe
1. Bcmdexe 1476 Q¥ Process Creste  C:AWANMDOWSASystem 32w S cript exe
1. crnd exe 1476 &Y Process Exit
1. @ dvladimrov_ 640, 896 &Y Process Exit
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BWAHO, YTO CO34aHHbIN BPEAOHOCHbIM MPOLLECC CO343eT HEeCKO/NIbKO BpeMeHHbIX ¢aliioB, a Takke 5
BCnomoraTtenibHbIx dalinos. [Ba daina npeactasastoT U3 cebs ckpuntbl Ha Visual Basic Script. Mocne
3anucy ¢paiinoB OH CO34aeT BCNOMOraTe/IbHbIiM NPoLecc A4/18 UCMONHEHUA MHTeprNpeTaTopa KOMaHA4HOM
CTPOKMU, YTOObI BbINOJAHUTb CO34aHHbIN NAaKeTHbIM ¢alin. ITOT NaKeTHbIN dann turtsia.bat 3anyckaet Ha
soex.vbs. [nAa 3TOro Wcnosb3yetcA BCTPOEHHbIN

ncnoaHeHune I'IepBbIl‘;i ckpunt  — UHCTPYMEHT

wscript.exe.

= Process Fonilor Sysinlermals: weew sy sinbernals,com

Fiz Edt Event Fiber Toock Opbions Help

FH RBEC | 2AS 3 A5 #£534A2E

Tme.. | PioceseMName | FID| Opershion | Path

1534

A HECLNS oltweare'Microsolf Multmeda'Sudo
1534, i Whonplese 184 ‘.Heﬂ:lm HECU'\S pltresie'Microsal® MullmsdaWudo Compesssion Mansger
T2H... _."nl-'ﬁ-?-pl L] a4 ‘.Huﬂ:lm HECUYS pltvpsie'Micrasaff Mulmada\iudo Compeasnon Mansgei'\MSACM
1534 @ Wionplexe 164 @ ReoCwmetey  HECLNSollsaie\Microsol Mullineda'dude Compeession Manage,
1534 Whonpl e 194 EERegCmatetey  HECU\Solmare'Microsol Mullimedasudo Compeession Manager Priory +4 00
153, i WSonipl e 184 @ Regleateiiey  HELM\Soltwae'\MicrocadiWmdows Soipt Host\ S ettings:
1534, i Whonipl exe 184 gﬁeg:ltabd(q,l HECUAS oltware'\Microsoiftwindows Script Host\Settings
1534:... i WSoiplee 184 @I Reglieatekiey  HECU\Soltwae
1534:... W Soiplee 184 B Reglimstekey  HECLNS oltware’Microzolt
15°H.... @ 'WSowples 184 ‘.Hed:ludew HECLUNVS oltwesie'\Microsolwirdovws Scnpt Host
T5H. g WSoapl e a4 ‘,Huj:lumd‘(qy HELCUYS pltwssia’\Micnreafiwirdows Senpt Hosl\Sellngs:
1534 Eomd s 3500 &Y Process Craate CWIND WSS yshem S oapl s
153 @ Whopl e 1440 B Paocaes Start
1534: comid ex 350 &Y Peocess Ext
1534 !uuﬁﬂmu_ﬁl-ﬂ 1776 & Process Exit
1534:... @ WSoniplLexe 1440 RAegliestekiey  HECU\Soltware'MicrosoffiMullimeda'budio
15°3.... @ 'WSomples 1440 ‘Hcﬂ:lzmeﬂw HECLU'YS pltvpare'\MicrosoftMulimsdia Sudo Compesssion Manager
153 1440 ‘.Hed.'lm HECUS pltwesie'\Micrasalf Mullmada\Sudo Compeasnion Manage M SACH
153 1440 @ Reclimateiey  HECUSolivesreMicresolfiMullimedaatiude Compeassion Manager!,
1534 1440 @ AegTimatetey  HECUNSoliwans\MicroceoltMulimediadude Compeezsion Manage'Prioty «& 00
1534 184 @R Reglmatetiny  HECU\S ol Microeofiiwimdows Cusenarsoniwint st Tnst Piovides\Softvans Publiing
1534 1440 @ Regleateley  HELMVSoltware\Microsofwindows Sonipt Host\Selting:
1534 1440 @ Regliesiakay  HECUNS oltware'\MicrosofiWindows Scnpt Host\Seltings
15 1440 tl’leﬂ:mmd"\-w HECUS pltweare ' Microsof wirdow s \CussnfFermionWmnT usth T st Providens'S oftvesre Publishing
15H.... 194 & Process Exit
153 1840 B Reclimstetay  HECUNSOFTWARE Wiciosllwindows\ Cuarentyession nismel Semngs

1534
1534

T4l @ Realinaek ey
Jdd) ‘Flgsj:mmg-

HELLAS ollwsaie\Micnocsolfiw o s \Cusenferaon Exploiei\L-sad Shel Folder:
HECUAS oltwsareMicrocsolfwirdow s \Cusenfersion’ Explorer\ Shell Folders

1534 144) @ Reglieatekey  HECLUWSoltwanedMicroopoitisindows \Cunentyprsion \E aplorer'L se Shel Folders:
1534 144] I Reglieatekiey  HECLU'Soltware\Microsoitiwindow s\ Cusenty ersion’\Explorer\Shell Folders

153 1440 Aegliestellay  HECLNSoltware’ Micrasoffwindow s\ Cusent ersion’ Euplorer L se S kel Folders
153 1440 B Feglimmekiey  HEDUNS oliwane\Microsoliwindows\Cusendyerion' Explorer\Shell Folders

1534:... 1840 B8 Reglinstekiey  HELM\S olimare\Microsolf Tracing

15 1440 ‘.Hud:lm HELMYS oltepsie'\Micrasof s irdovws \Cusenfyemon Exploe ) se Shell Foldeis
1534 144 @ RenCiaatetey  HECUNS ollwaeiMicraoifisrdous NT\Cussnlb o rlogon

1503 1440 @ Reglieateliey  HELM\Soliware\Microsofisfindows \Cuseiersiont Explorer\Shell Folders

1534 1440 @ Reglieatekey  HECU'Soltwane\Microoodtisindows \Cusenty ersion\E splorer'U ser Shell Folders:
1534, i Whonipl.gxe 1440 @l Reglieatekey  HECU\Soltware\Microsoifinindows NTDurertyenmion’wmlogon

154 @ 'WSoplee 1440 Aegliestekey  HECL'Sohwane\Microsoitiwindow s\ Cusentyemsion’Explorer\Shell Folders

15°M.... 8 'WSoples 1440 ‘Hed:lzder HECLU'S pltweare'\Microsofsandoss \CunentVemion'Intemst Seltings

1534:... @ Whonplese 1440 ‘.Heﬂ:lm HECU\S pltresie'Microsol wandows \CuseniVermon'nlemst Selingst Correchons
T2H.. [ Wiapl g 1440 ‘.Hugi:ludaﬁl:y HECUYS pltepsie\Micrieof s \Dusanfyerpont I nlsmsl Sellrgs Dorrschions
1534 @ Winplexe 1440 @ RegCiaaerny  HEDLVS oltwai\Microsoltsindons\Cusentyieisoninlamet Selling:

1534 @ Whonpl e 144 @ Reglieateny  HELM\Sstem\CunertContinlSeliH ardvwaie Profles\DD0T Sofvsae’\ Miciogoftvwsindovs\ Dumeniaisiorilmtemat Sellngs
1534, i Wihonipl e 144 @ Reglieatekiey  HECU\Soltware'Micromssirdows\ CunentVerson U ntmnet Settings\Coreections
1534, i Whonipl exe 1440 @ Regliesiekiey  HECU\Soltware\Microsifwindows\Cunendyersion’niemest SettingsCorrections
15°M.... @ 'WSomplee 1440 Aegliemekey  HECUVSOFTWARE \McrosoiWindows Wumenly s siont] nbamet Sesings'\PIFHisionp
153:... @ WSonipl e 1440 =k WikeFile C:\Diocuments and S ettirgehldminisiradoryConfigurscion localSichivos temporslss ds IntsmetContent IESVITEISPEZL35]1] him
15°H.... @ 'WSowpless 1440 &Y Process Exd

Jlor ProcMon noKasbIBaeT, YTO 3TOT CKPMNT He BbIMOIHAET KaKUX-IMB0 CyLLLECTBEHHbIX AeUCTBUIX. Janee
OH
BPEAOHOCHOrO KoAa B 3/1eMeHT aBTO3arpysku, co3aaeT foNoaAHUTeNbHble ¢alinibl, Heobxoanmble ans

OCYLLECTB/IAETCA WCMO/MIHEHWE BTOPOrO CKpunTa just_do_iti.vbs. NPOM3BOAMUT  YCTaHOBKY

paboTbl M 3aBepLUaeTcA.

Oanee npoussogutca mogubuKkaumsa hosts-daiina ana nepeHanpaB/ieHUs CEPBUCOB cOL. CeTel Ha
duLWMHroBble pecypchbl.
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B pesynbraTe 3TOM onepauuMu Mo/ab3oBaTeslb MNPV  MOCELWEHUU COLManbHOM ceTu BKoHTakte
NepeHanpaBaseTcd Ha CTPaHMLY, OYEHb MOXOXKYK Ha OPUIMHaAbHY. OTAMYMA 3aK/Io4aloTca B
HEBO3MOHOCTUM CMEHMUTb A3bIK M HEBO3MOXHOCTM Nepexoaa Ha https 6e3 uHdopmauum o ceptuduKare.
Huke npeacTasieHa Takas GULLIMHIOBAA CTPaAHMLA.
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D osrare € 2013 Deutsch Engheh Pyconnsi Yipabchcs som mpscn

Mpwn 3TOM Ha OpUTMHAZILHOM CaliTe MOXKHO nepeinTn Ha https 6e3 npobaem.
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MomeHTanbHan pPerncrpayna
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f Boftu vepe: Facebos

CneayeT OTMeTUTb opueHTMpoBaHHoCTb Win32/Bicololo umeHHO Ha Poccuto, 3To BUAHO MO coumanbHbImM
cepBucam, Ha KOTopble HaueNeH BPeAOHOCHbIV KO, a Tak»Ke No ero reorpadumm pacnpocTpaHeHus.

Huke npeactaBieHa cTaTUCTMKA akTMBHOCTM Bicololo B 2013 r.
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