BE3OMACHOCTb. HUYETO NMNLIHENO

Win64/Expiro — KpoccnnatdpopmeHHbIU $aiinosblii MHGEKTOp

dalinoBble BUPYCbI Y¥Ke XOPOLIO U3BECTHbI U AaBHO M3y4YeHbl, HO NOA0OHbIE MHDEKTOpPbI, B abCONOTHOM
6ONbLWINHCTBE CNyYyaeB, HaueseHbl Ha moguduKkaunio 32-6uUTHbIx Gaiinos. OAHO M3 TaKUX CeMelcTB —
Expiro (Xpiro) 6b110 06HapyXeHO A0CTaTOYHO AABHO M Masio YEM MOMKET yAuUBUTbL cerogHA. OgHako
HeJaBHO Hallell aHTUBUPYCHOM nabopaTtopuert 6blna obHapy)keHa HoBaa Moandukauma Expiro,
KoTopasi crnocobHa 3apaxaTb 64-6uTHble ¢annbl. Kpome TOoro, Teno ator moanduKauum aBadetca
YHUBEPCANbHbIM M MONHOCTbIO KpoccnaaTPOPMEHHbIM, TaK KaK MOMKET 3aparkaTb 32-6UTHble U 64-
6UTHble dainbl (M HAOBOPOT, T. €. U3 3aparkeHHbIX 32-6UTHbIX paliNoB 3apaxkaTb 64-6UTHbIE). B Haliel
cucTeMe MMEeHOBaHUIA BUPYC nosayunn HassaHme Win64/Expiro.A (aka W64.Xpiro nnn W64/Expiro-A).
Mpu aTom 32-paspagHble 3apaxeHHble dainbl 06Hapy»KuBatotca Kak Win32/Expiro.NBF.

NHbEeKTop HaueNeH Ha NOAyYEHNE MAKCUMaNbHOTO AECTPYKTUBHOIO NPodurTa MU BbINOAHAET 3aparkeHune
ncnosHAemMbiX GalnoB Kak Ha NOKa/bHbIX, TaK WU Ha CETeBbIX AWMCKax. B MmosiesHyto Harpysky 3Toi
BPeAOHOCHOW nMporpamMmbl BXOAMT YCTaHOBKA pacwmpeHnin ana bpaysepoB Google Chrome n Mozilla
Firefox. BpeaoOHOCHbI Ko MOXWULLAET XpaHUMbIe Ha KomMNbloTepe UMdpoBble cepTUPUKaTbl U Maponu
bpaysepa Internet Explorer, Microsoft Outlook, FTP-knueHTa FileZilla. Takme pacwmpeHua cayxkat gns
nepeHanpaBseHnsa Mofb3oBaTens Ha BpedoHocHble URL, a TaKXe nNOXULLEeHWEe pPas/IMYHOM
KOHPUAEHUMANbHOMW WHPOpMaLmnN. Bupyc OTKAOYaeT psaf CEPBMCOB Ha CKOMMPOMETMPOBAHHOM
KomnbloTepe, BKAtodas Windows Defender u ueHTp obecnevyeHuns 6esonacHoctn (Windows Security
Center), a TaK)Ke MOKET 3aBepLUaTb pAg, NPOLLECCOB.

UHdekTOp

Camo Teno Bupyca, B 64-6MTHOM 3apakeHHOM ¢daine, npeactaBafeT ns cebs A06aBNEHHYIO B KOHeL,
ucnonHaemoro ¢aina Hosylo cekumio .vmp0 pasmepom 512 000 6ainT (Ha aucke). OAna nepenayu
ynpaB/ieHNa Ha OCHOBHOE TeNO BMPYC BCTAB/AET BPEAOHOCHLIM CTapTan-Kog4 pasmepom 1269 6ainT Ha
MEeCTO TOYKWM BXoAa. lMpu 3TOM OpUrMHaNbHble 6alTbl NepeHocATcs B Hayano .vmpO cekuuu. ITOT
CTapTan-kog npeactasnsetr us cebs pacnakoBLMK A8 OCHOBHOFO KoAa, KOTOpbIA pacnonaraetcs B
cekumm Bupyca. Huxke Ha CKpuHLWOTe nNpeacTasieH WwabnoH cTapTan-Kkoga, KoTopbl 6yaeT 3anncaH Ha
MEeCTO TOYKM BXxoda 64-6uTHOro dainna npu 3aparkeHumu.
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-ump0: 00000061 0004F1BA var_ho = quord ptr -40h

-umpB: 08000061 0004F 1BA var_38 = quword ptr -38h

-unmpB: BA00606816604F1BA

-umpB:000000010004F1BA 55 push rbp
-umpB:000000610ABLF1BB 48 89 ES mou rbp, rsp ; fnHMaliciousStartupPattern
-unpB:0800006100B4F1BE 53 push rbx
-umpB:B000BAA10864F1BF 56 push rsi
-umpB:000000010004F1CA 41 54 push r12

-umpB: 00000061 0004F1C2 41 55 push r13

-umpB: 88000061 0004F1CH 41 56 push rih
-unpB:B00000610004F1C6 41 57 push r15
-ump0:000000010004F1C8 48 81 EC DO 00+ sub rsp, 6D0Oh

-umpB: 000000601 00AB4F1CF 48 G7 45 A8 BA+ mou [rbp+uar_58], BAh
-unpB:BAO0BAA10BA4F1D7 4G 8B 5D A8 moy ri11, [rbp+uvar_58]
-umpB:000000010004F1DB 4C 89 DB mou rbx, ri1

-umpB: 00000061 0004F1DE 48 83 EB 07 sub rbx, 7
-unpB:00800000100AB4F1E2 49 89 DB mou 11, rbx

-unpB: 00006061 0004F1ES 49 83 C3 62 add ri1, 2
-umpB:000000010004F1E9 4C 89 5D C8 mou [rbpruvar_38], r11
-umpB: 00000061 00AB4F1ED 48 G7 CO OF B8+ mou rax, BFh
-unpB:0000BAA100B4F1F4 4G 8B 55 C8 mouy r18, [rbp+uvar_38]
-unpB:000000610004F1F8 48 99 cqo
-ump0:000000010004F1FA 49 F7 FA idiv r18
-unpB:00000060100B4F1FD 48 89 45 C@ mou [rbp+uar_48], rax
-unpB:BAO0BAA100A4F281 4G 8B 5D A8 moy ri11, [rbp+uvar_58]
-umpB:000000610004F205 49 83 EB 02 sub r11, 2
-unpB:000000610AB4F289 4C 89 5D BA mou [rbp+uar_58], r11
-unpB:0000000100B4F28D 4C 8B 5D C@ mou 11, [rbp+uar_u8]
-unpB:BAB060610004F211 49 83 EB 03 sub ri1, 3
-umpB:000000018004F215 44 89 5D 9@ mou [rbpruvar_78], riid
-umpB:000000610084F219 49 BB FE FE FE+ mou r11, BFEFEFEFEh
-unpB:0000B0AA100A4F223 AC 89 9D 58 FF+ mouy [vbp+var_BA], ri1
-unpB:0000B0A610064F22A 48 8B BS 508 FF+ moy rsi, [rbp+var_B8]
-ump0:000000010004F231 C7 45 A4 F1 F1+ moy [rbpruar 5C], BFAFIFIFIn

Mpu dopmmnpoBaHUM 3TOr0 Koga ANA 3apaKeHWs, YacTb AaHHbIX MHCTPYKUMK ByaeT mepesanucaHa,
Takum obpasom obecrneymBaeTca YHWKANbHOCTb AaHHbIX OpUTrMHanbHOW cekuuu .vmp0. Mpu aTom
M3MEHEHMIO MNOABEPralTcA WHCTPYKUMM Tuna add, mov wam lea, B KOTOpbIX uUrypupytoTt
HenocpeacTBeHHble cmelleHus (immediate). B KoHue Koga [o6aBnseTca WMHCTPYKUMA nepexoga K
pacnakoBaHHOMY Koay ceKkumm .vmp0.

-unpB: BB0BBBA1B0B4F6B8 4D 39+ cmp ri1, r18 -text:00006001000088DA 4D 39+ cmp ri1, ri0

-unpB:B00000010064F6BB BF B85+ jnz loc_18004F468 -text:00000001008088DD OF 85+ jnz loc_10080885BA

-umpB: 60000001 0004F 691 .text:98000001080888E3

-unpB: BB0BBBA1BBBLF 691 loc_18884F691: -text:00006001000088E3 loc_1000088E3: ; CODE XRE

-ump0: 60006B010004F621 48 81+ add rsp, B0Oh .text:00000001006088E3 48 81+ add rsp, @DOh

_ump0:6000066016004F698 41 SF pop r15 .text:08806801800688EA 41 SF pop 15

-umpB:680088810084F69A 41 SE pop rih -text:00000001000088EC 41 5E pop Fi4

-unpB:B0000B0100B4F69C 41 5D pop r13 -text:0000000100B088EE 41 5D pop r13

_ump0: 600006601 6004F69E 41 5C pop r2 .text:08B06801800688F 8 41 5C pop 12

-ump@: 600088818884F6A8 S5E pop rsi -text:00000001000088F2 S5E pop rsi

-unpB:B000000108064F6A1 5B pop rbx -text:00000001000088F3 5B pop rbx

-umpB:0600006010004F6A2 C9 leave -text:00000001000088F4 C9 leave

-unpB: BB0BEBA1BBB4F6A3 C3 retn -text:00006001000088F5 48 B8+ noy rax. offset sub _1000BSCE6

-unpB: B00000010004F 6A fnHaliciousStartupPattern endp -text:0000600100B088FF 50 push rax
.text:08000001086808908 C3 retn

“text:oobonsoiosossos EESENSHORISIERSE SN

AHafnornuHbIA Kog ctaptana gaa 32-6uTHbix GalioB Tak:Ke pacrnonaraerca B cekuum .vmpO M nmeet
BUA,
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.unpo: 66660061 00OLEEFD var_8 - dword ptr -8

-umpB:000000810004EEFD var_1 = byte ptr -1

.Unpo: epeeaAe1BAALEEFD

-umpB: 06000081 00G4EEFD 55 push rbp

-unpB:000000010084EEFE 89 ES nou ebp, esp ; FnMaliciousStartup_xz32
.Unpo: 000001 0884EF B8 83 EC 7C sub esp, 7Ch

-umpB: 000000010004 EF B3 53 push rhx

-UMp0: 00000001 0004EF B 56 push rsi

.Unp0: 00000001 0004EFB5 57 push rdi

.unp0: 000000010004EFB6 C7 45 F4 89 88+ nov [rbp+var_C], 9

.Unpo: 0000001 08A4EFBD BE BA B0 00 0O nov ebx, BAh

.unp@:0000800010084EF12 83 65 EC 08 and [rbp+var_14], B
-unpB:000000010084EF16 8B 45 F4 nou eax, [rbp+var_C]
.unp0:0pe000Ae10884EF19 83 EB B9 sub eax, 9

-umpB:000000810004EF1C 89 45 EX nouv [rbp+var_1C], eax

.UNp0: 00p0a0010004EF1F C7 45 B8 FE FE+ nov [rbp+var_48], BFEFEFEFEh
-unpB:000000010004EF26 8B 45 BB nov eax, [rbp+var_Ah8]
-unpB:000000810004EF29 89 45 EC nov [rbp+var_14], eax

.UNpo0: 000000010004EF2C C7 45 C8 FO Fo+ nov [rbp+var_38], OFOF OF OF h
.unp@:0000800018004EF33 81 45 EC FE FE+ add [rbp+var_14], OFEFEFEFEh

.unp0: 000000010004EF3A C7 45 E4 F1 F1+ _nov [rbp+var 1C], BF1F1F1F1h

.Unpo0: 00000001 0004EFY1 81 45 E4 F1 F1+ add [rbp+var 1C], BF1F1F1Fih
-unpB:000000010004EF48 B9 DB nou eax, ebx

.Uno0:00e00A10884EFSA 83 EB BA sub eax. BAh

Y70 B 32-6UTHOM BapuaHTe BbIMAOUT TaK:

-text:@84B5D7D var_G = dword ptr -8Ch
-text:OO4BSDYD

-text:@04B5DYD 57 push edi
-text:aB4B5DYE 55 push ebp
-text:B04B5DYF 89 ES mou ebp, esp
.text:aa485D81 83 EC 7C sub esp, 7Ch
-text:a04B5D8L C7 45 F4 09 do+ mov [ebptvar_C], 9
-text:004B5DBB BE Bn 08 B0 B8 mov ebx, BhAh
-text:@04B5D98 83 65 EC a4 and [ebp+var_14], @
-text:004B5D94 BB 45 Fi mou eax, [ebp+var_C]
-text:a84B5D9Y 83 E8 A9 sub eax, 9
-text:004B5D9A B9 45 E4 mou [ebptvar_1G], eax
-text:AO4BS5DOD C7 45 BE 1C 6D+ mov [ebp+var_48], BDACh
-text:004B5DA4 BB 45 BB mou eax, [ebp+var_4i]
~text:a84B5DAY 89 45 EC mov [ebptvar_14], eax
-text:AO4B5DAA GV 45 C8 C5 E@8+ mov [ebp+var_38], 9591EBCSh

Pasmep aToro cTapTan koga B 64-6UTHOM BapuaHTe paBeH 1269 6aliT, a B 32-x 711 6air.

Bupyc 3aparkaet ucnosHaemble Gpaiibl, NPOX0OAA PEKYPCUBHO MO SUPEKTOPUSAM OTUUYECKUX SUCKOB, NpU
3TOM 3apakeHue wucnosHaemoro daina NPoucxoguT C MPUMEHEHMEM co3gaBaemoro .vir-daina, B
KOTOPOM BpPELOHOCHbIM Koa ¢opmMpyeT HOBOe cogep)kmmoe daiia, a 3aTem 3anucbiBaeT ero B
nHPUUMpyembli dann 6aokamu no 64K. Eciv BUPYC HE MOMKET OTKPbITb ¢aiin Ha YTeHue/3anucb, OH
NbITAETCA U3MEHWUTb Y HETO AECKPUNTOP 33Tl U MHOOPMALMIO O BnagesbLie (owner).

He ABNAOTCA UCKNIOYEHUEM A1 3apaXKEHUA U NOANMUCAHHbIE UCMOIHAEeMble dalinbl. Mocne 3apaxkeHun
Takoro dalina, OoH nepecraeT OblTb MNOAMMCAHHBIM, TAaK KaK BMPYC 3anucbiBaeT CBOE Te/NO Mocne
nocnefHen CeKUUW, roe B OpurMHanbHom daline pacnonaraetcs oBepnen ¢ LMPpoBOM NOANUCHIO.
Kpome 3aToro, BUpyC KOPPEKTUPYET 3HaveHus nona Security Directory B Data Directory, BbicTaBnas nosne
RVA u Size B 0. COOTBETCTBEHHO, B AasbHelLeM, Takoi Galin TakKe MOXKET OblTb UCMOIHEH, NOCKONbKY
nvweH noboit nHbopmaumm o umdpoBon nognucu. Huxke nokasaHbl PasnuMsa B OPUTMHANBHOM WU
3apaXKeHHoOM  64-b6uTHOM  danne, KoTopbiii cHabxkeH uudposoi noanucblo. Cneea B
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MoANULMPOBAHHOW BEPCUMM BUAHO, YTO HA MeCTe OBep/ies HauymMHaeTca cekums .vmpO 1 opuUrnHasibHble
6aliTbl TOYKKM BXOAA.

: 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 | «uuviereninean.ns 00 00 00 00 00 00 00 00 00 00 00 00 00
: 48 83 EC 28 E8 BF 07 00 00 48 83 C4 28 E9 3A FE Hfi(&¢...HfA(e:p 00 00 02 02 00 30 82 3B BA 06 09 2A 86
: FF FF CC CC CC CC CC CC CC CC 66 66 OF 1F 84 00 gyiiifiiiies. ... 7 0D 01 07 02 A0 82 3B AB 30 82 3B A7 02
: 00 00 00 00 48 3B OD C9 BA 00 00 75 12 48 €1 C1 | ....H;.ES..u.HAA 0B 30 09 06 05 2B OE 03 02 1A 05 00 30
: 10 66 F7 €1 FF FF 75 03 C2 00 00 48 C1 C9 10 E9 | .f:Agju.i..HAE.& 2B 06 01 04 01 82 37 02 01 04 AD 3E 30
: €O 00 00 00 CC CC CC CC CC CC FF 25 C4 5D 02 00  A...Iffiiigsa).. 7 06 OA 2B 06 01 04 0L 82 37 02 01 OF 30
:| CC €C €C cC €C CC CC CC 48 83 EC 28 E8 17 00 00  IIfiitiidsfi(e... 00 A0 04 A2 02 BO 00 30 21 30 08 06 05
: 00 48 F7 D8 1B CO F7 D& FF C8 48 83 C4 28 C3 CC  .H:@.A-@YEHFA (AL 02 1& 05 00 04 14 72 66 A3 DE 49 8B 19
: CC CC CC CC CC CC CC CC 40 53 48 83 EC 20 48 8B IIIiifiiesEfi B« 03 Aa A0 39 BD C9 D7 DB B7 FE A0 82 15
h: D9 48 8B 05 04 19 02 00 48 83 44 24 38 48 83 F8  UHc.....H=DSBHfs 04 A0 30 82 03 88 A0 03 02 01 02 02 OA
: FF 75 08 FF 15 5B 5C 02 00 EB 5D BS 08 00 00 00  Hu.¥.[\..&]*.... 93 00 01 00 00 00 66 30 OD 06 09 2A 86
: E& 15 08 00 00 90 48 8B 05 DF 18 02 00 48 89 44 e.....Hc.B...H=D 7 0D 01 01 05 05 00 30 79 31 OB 30 09 06
h: 24 38 48 8B 05 CE 18 02 00 48 89 44 24 40 4C 8D  $8H<.E...HDSEL. 06 13 02 55 53 31 13 30 11 06 03 55 04
: 44 24 40 48 8D 5% 24 38 48 8B CB EB 02 08 00 00 D$E@H.T$BH<Ee.... 57 61 73 68 €9 €E €7 74 6F 6E 31 10 30 || [...Washingtonl.Q
: 48 BB DB 48 8B 54 24 38 48 83 15 AD 18 02 00 48 Hc@HcTSBH%.—...H 55 04 07 13 07 52 65 64 6D 6F 6E 64 31 |...U....Redmondl
: BB 54 24 40 48 69 15 99 18 02 00 B9 08 00 00 00 <TSEH%.™ 06 03 55 04 OA 13 15 4D 63 §3 72 6F 73  |.0...U....Micros
: E& D1 07 00 00 48 8B C3 48 83 C4 20 5B C3 CC CC &i. He AHFA [iII 20 43 6F 72 70 &F 72 61 T4 69 &F &E 31 pft Corporationl|
: CC CC CC CC 48 89 4C 24 08 55 48 8B EC 48 81 EC LS .UH¢ iH. 1 06 03 55 04 03 13 1A 4D 69 §3 72 6F 73  #0!..U....Micros
: 80 00 00 00 48 8D OD C9 FA 00 00 FF 15 A3 56 02  €...H..Ed..¥.£V. 20 23 6F 64 65 20 53 €9 67 6E €3 6E 67 pft Code Signing
h: 00 48 8B 05 B4 FBE 00 00 48 839 44 24 48 45 33 €O | .Hc.'f..H=DSHESA 41 30 1E 17 0D 31 31 31 30 31 30 32 30 | BCAO...11101020
. 48 AT C4 74 EN 48 AR 4/ 74 48 TR 1C A/~ BE AT AN W TLDH, T &M T ac £c» 17 AR 231 33 34 31 31 5A 37 SA 33 EVY a

C TO4kM 3peHunA 3aBeplleHua security-npoueccos, Expiro He opurMHaneH v ucnosb3yetr NoAxoA Ha
OCHOBE MOJIYYEHUA MX CMKUCKA C ucrnonb3oBaHuem APl CreateToolhelp32Snapshot w nocneayrowmm
3aBeplleHMem c ucnonb3oBaHuem OpenProcess/TerminateProcess. Expiro 3aBepliaeT cneaytoume
npoueccol B cucteme: « MSASCui.exe», «msseces.exe» and «Tcpview.exe».

-umpB:00000001000E37AE 4C 89+ moy rox, ri1
-umpB:00000001000E37AE 48 83+ sub rcx, 6
-umpB:00000001000B37B2 4C 8D+ lea 11, kerneld2_ OpenProcess
-ump0:00000001000B37B9 4C 89+ mou [vDp+uar_hCE], r11
-ump@:300008818808B37CA 42 FF+ call quord ptr ds:z8[r11]
-umpB:00000081000E37CA 14 1D+

-umpA:00000068100AB37C8 48 89+ moy [vbp+var_4DA], rax
-ump0:00000001000B37CF 4C 8B+ mou 11, [rbp+uar_u4D@]
-umpB:00000001000B37D6 4C 80+ mou [vDp+uar_hBE], r11
-ump@:30000881888B37DD 4C B89+ mou rdx, K15
-umpB:00000001000E37ED 48 83+ sub rdx, 3
-umpA:000000681000B37EY 48 8B+ moy rcx, [rbp+var_u4B8]
-ump0:00000001000B37EB 4C 8D+ lea +11, kernel32_TerminateProcess
-umpB:00000001000B37F2 4C 80+ mou [vDp+uvar_uDE&], r11
-ump@:0000881880B37F9 42 FF+ call quord ptr ds:z8[r11]
-umpB:00000081000B37F? 14 1D+

-umpA:000000681000B3881 89 85+ moy [vbp+tvar_4DC], eax
-umpB:000000810800B38087 4C 63+ movsxd r11, [rbpruar_4DC]
-umpO:00000001000E380E 45 89+ moy +11d, r11d
-ump@:0000881800B3811 44 B0+ mou [vbp+var_4BC], r11d
-umpB:00000001000E3818 48 BB+ moy rocy, [rbp+uvar_4B8]
-umpA:000000681000B381F 4C 8D+ lea r11, kernel32_CloseHandle
-umpB:00000081000B3826 42 FF+ call quord ptr ds:8[ri11]

[ns nopaepykaHWa CBOEro NPUCyTCTBUA B cucTeme, Expiro co3gaeT ABa MbloTeKCa C UMeHeM gazavat.

. WinOt - Sysitemals wnwysinternat cors T

File View Help

- MName Type SymLink
) ArcMName .
H S— e A0 EVENT_READYROOT/CIMV2WMI SELF-INSTRUMEMTA...  Event
; L - CETIEb E:‘IE jects /% FirstWinlogonCheck Event
Fr athac | FontCachePort ALPC Port
. Device i
Driver FutSgmSession101457921_5-1-5-18 Mutant
. : FileSystem %gaza\rat—wc Mutant
1 GLOBALT 4 gazavat-svc_28 Mutant
KemelObjects #Global SymbolicLink \BaseNamedObjects
.| KnownDlls /8 LanmanServerMetworkInitialized Event
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Kpome 3Toro, cam npouecc UHGeKTopa MOXKHO OMpeaenTb B cUcTEME Mo 6OAbLIOMY KO/AUYecTsy
onepauuit BBOAa-BbIBOAA M NPOYMTAHHbIX/3anMcaHHbIX 6alT. Tak KaK BUPYCY HY>KHO MPOCMOTPETL BCe
dalinbl B cMCTemMe, NPOLECC 3apPaKeHUA MOXKET 3aHATb AUTE/IbHOE BPEeMs, YTO TaKKe ABAseTcA
CMMMNTOMOM MPUCYTCTBUA NOA03PUTENBHOMO KOA4a B CUCTEME.

mance Graph Disk and Metwork

Disk I/

Reads 5043
Read Delta ]
Read Bytes 930.8 MB
Read Bytes Delta i}
Writes 43818
Write Delta 0
Write Bytes 142.9 MB
Write Bytes Delta 0
Other ]
Dther Delta ]
Other Bytes ]
Other Bytes Delta 0

B Tene Bupyca ucnonblyeTrcs obdycKauma npu Bbi3oBe pas3nMyHbix APl M nepegaun um 3HaYeHUN,
CMELLEHNIH CTPOK M npodero. Hanpumep, B cneaywolem Koge, NpuM Nepefadye aprymeHTa
SERVICE_CONTROL_STOP (0x1), B dyHKumio B APl advapi32!ControlService, koTopasa Ucnoab3yeTca Aas
OTK/IIOYEHMA CEPBUCOB, UCNOb3yeTcA apndPpmeTrKa U3 3ape3epBUPOBAHHBIX KOHCTAHT.

-umpB:00000001008BD7F8 49 C7 CO 23+ mouy &, 23h
-ump8:00000001000BD7FF 48 8B 55 18 mou rdx, [rbp+arg_8]
-ump@:00000001000BDBA3 48 8B 4D 18 mou rcx, [rbp+arg_@a]
-ump0:00000001000BD807 4C 8D 1D 82+ lea 11, ADVAPI32_OpenServicen
-ump0:00000001000BD8BE 4C 89 5D B8 mouy [rbptvar_h8], ri1
-ump8:00000001000B0812 42 FF 14 1D+ call quord ptr dsz8[r11]
-ump@:80800081006EDR12 08 GO 86 08

-ump@:00000001000BD81A 48 89 45 BA mouy [rbptvar_58], rax
-ump0:00000001000ED81E 4C 8B 5D BO mouy 11, [vrbp+var_508]
-umpB:00000001006ED822 4D 89 DF moy 15, ri1
-ump0:00000001006ED825 4D 89 F3 mouy r11, ri4
-ump@:00000001000BD828 49 83 EB OE sub 11, BEh
-ump0:00000001000ED82C 4D 39 DF cmp 15, ri1
-umpB:00000061006BD82F OF 84 7E 01+ jz jRet
-ump0:00000001006BDB2F 00 00

-ump@: 80000081 880EDR35 4G 8D 45 €A lea r8, [rbp+uvar_48]
-ump0:00000001000BD839 4C 8D 1D FO+ lea F11, _6
-umpB:00000001006ED840 4D 8B 1B moy 11, [r11]
-ump0:00000001008BD843 AC 8D 15 Bh+ lea 18, _3

-ump@: 80000081 000ED8B4A 4D B3 1A add r11, [F18]
-Ump0:00000001000ED84D 4G 89 DA mouy rdx, ri1
-umpB:00000001006BD850 48 83 En 08 sub rdx, 8
-ump0:00000001006ED854 49 8D OF lea rcx, [H15]
-ump@:00000001888BD857 4G 8D 1D D2+ lea 11, ADUAPI3ZZ?_ControlService
-ump0:00000001000BD8B5E 4C 89 5D A8 mouy [rbptvar_58], r11

-ump8:00000001000BD862 42 FF 14 1D+ call quord ptr dszB[r11]
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3TUM KOAOM BMPYC MbITaeTcA OTKAKYUTL creaylolime cepsucbl: wscsve (Windows Security Center),
windefend (Windows Defender Service), MsMpSvc (Microsoft Antimalware Service), NisSrv (4actb
Microsoft Antimalware).

Mone3Hasn Harpys3Ka

B KauyecTBe MONE3HOM HArpy3KkM BUPYC MbITAaeTCA YCTAaHOBWUTb paclwmpeHus ana 6paysepos Google
Chrome n Mozilla Firefox. MaHndect-dpaiin gna yctaHasnmsaemoro pacwmpeHus Chrome Bbirnsant
cheayrowmm obpasom:

" - "webNavigation". "webReguest". “"webRequestInternal" 1.

exp11cit_host": http:=/ %", “"https:i/ /x/x" ]

“"events": [ "runtime.onlnstalled" 1.

"from_hookmar false.,

"from_webhstore false

"granted_permissions
“api': [ “storage tahs", "webMNavigatio "webhRegquest', "webRegquestInternal™ 1.
Yexplicit_host'': http: e/ “https:s E A |

"incognito'': true.
“install time": "12991426726872000",
"location 1
"manifest {
"background': {
"socripts [ "hackground.js'" 1

iption": “Copyright ¢c> 2011 The Chromium Authors. All rights reserved.
"HIGfHHﬂGCSngIh3DQEBHQUHH4GNHDCBlQKBgQCZHquCq2QtJdkugEkthlemuQUOgﬂude1aSZuUEeu3hJS
t_version
“"Google Chrome"'.
“permissions™: [ “tabs', “http:rr*s%*", “https:- % ="  “yebNavigation', "wehRegquest', “storage"
“"version': i.0"

: "dlddmedljhmbgdhapibnagaanenmajcmss\1.0_0%,
“state': 1

B  aupekTopun C  paclMpPEeHUAMM, KaTtajor  3Toro nnarvHa 6ygetT  HasblBaTbCA
dlddmedljhmbgdhapibnagaanenmajcm. PacwupeHue wucnonb3yer pana cBoei paboTbl jS-CPUNTbI
background.js n content.js. Mocne aeobdyckauum wabnoH background.js umeet BuA,
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Copyright (c) 2011 The Chromium Authors. A1l rights reserved.
found in the LICENSE file.
var MaX = a0;
var BUF
var IDS = "";

var HID = "#HOST ID#z":

I
b
2
=l
&
H
[x1]

=

var VER = "FFVERSICHFz";

var SLST = "#FDCMATHNFE";

var SINT = 120000;

var S5EV = "";

var S5IND = 0;

var SARBR = SLEST.s=plit("#"):

var MARX TINJ = 100;

var TOT INJ = O;

var INJECT = mew Array (MRX INJ) :
var INJURL = mew Array(Max INJ):

Elfunction randomString() {

&
K
0
I
m

fghiklmnopgratuvWwiyz

= for (var b = 0; b < 10; b++) {
var a = Math.floor{(Math.random() * c.length})
d += c.zubstring{a, a + 1)

B X

return d

=11
fun
ACode (1) »

if (f 1= &4} {
a =a + 5tring.fromCharCode{j)
¥

B nepemeHHoi HID coxpaHAaeTca naeHTMdUKaTop cuctemMol, ¢ ee Bepcmen U Product ID. NMepemeHHasn
SLST coaepXuT CNUCOK AOMEHOB, KOTOpble MCMNOAb3YIOTCA ONA MepeHanpaBieHUA NOJb30BaTenAa Ha
BPEAOHOCHbIE PECYPCbl, YacTb U3 HUX NepeyncsieHa B nepemeHHon SLST.

mediaportal 2016 .ru
kamlazhop—ultras _oryg
theplan—from—iran.net
erussia—govsuc.ru
ijmazsh—gunszzavod.rn
egupt—bizneonet _bi=

hlop—v—joh.ru

pazha—mers5ll_ru
entry—retailssihh . hi=

tremossur.ru

cherep—na—rukave .org
celestron—oriental._ru
meryzheep.chlice.gee. jp/redirector

MaHudecT pacwupenusa ana Mozilla Firefox sBbirnagut cnegytowmm obpasom.
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< Z?xml ve:siun=“1.D“?4

<BDF xmln=="http:/ www.w3.o0rg/1999/02/22-rdf-syntax-nsg"

| ¥mlns:en="http: //www.mozilla.org/2004 /em—rdfg">

| =Description sbout="orn:mozilla:install-manifest">
<em:idx>{ecdi32cT-c20a-464f-Thile-13a3a929 7385 </em: id>
<em:version>l< /em:version>

<em: typer2</emr types

| <1—— Target Application this extension can install into,
with minimum and maximum supported versions. -—-->
| <em:targethApplications
| «Description>
<em:id>{ec8030f7-c20a-464f-9b0e-13a3a929 7384 }</em: id>
<emi:minVersion»l.5</emiminVersion>
<em:maxVersion>90. %< /em:imaxVersiony>
</Description>
</ em:tcargethpplications
CEMINAME> . </ Sm! namss
<em:description> </em:description
<em:creator>Mozilla Foundation</em:creators>
<em:homepageURLryhttp: M /www.mozilla . com/ </ em: homepageURL>

< /Descriptions>
</RDE>

YacTb KoZa 3 ckpunTa content.js, KOTOpas OTBEYAET 33 MAPCUHT 3N1EMEHTOB GOPM.

< 2?xml versiun=“1.D“?4

<RDF xmln=="http:/ www.w3.org/1999/02/22-rdf-syntax-nsg"

| xmlns:em="http: //www.mozilla.org/2004 /em—rdfg">

| <«Description about="urn:mozilla:install-manifest">
<em:id>{ecdl32cT-c20a-464f-Thile-13a3a929 7385 </em: id>
<em:version>l</em:version>

<em: types2</em: type>

| £1—— Target Application this extension can install into,
with minimum and maximum supported versions. —->
| <em:targetApplication>
| <Descriptions
<em:id>{ec8030f7-c20a-464f-9bh0e-13a3a929 7384} </em:id>
<em:minVersion>l.5</em:minVersion>
cemimaxVersion>90. %</ em:maxVersion>
</Description>
</ em:targetipplicationy
CEmM:names. </ em: nams>
<em:description> </emidescriptions>
<em:creator>Mozilla Foundation</em:creator>
<em:homepageURLyhttp: //www.mozilla . com/ < em: homepageURL>

< /Description>
</RDF>

C TouKM 3peHus 60Ta, Expiro ymeeT BbINONHATL CAeAylolme AeNCTBUA:
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e un3meHATb cnucok URL ynpasaawowmx cepsepos;

®  MCNO/IHATbL KOMAHAbI B UHTEpRpeTaTope cmd.exe;

®  3arpy’KaTb W UCMOHATb NJArUHbI;

e 3arpykatb palinbl U3 CETU U COXPaHATL UX B %commonapddata%\%variable%.exe;

e ocyuwectenaTb DoS-aTaky TCP flood;

e nepeuncnaTb ¢alinbl no macke \b*.dll B aupektopmnn %commonappdata% n UCNOAHATL Kog, U3
HUX;

® 3anyckaTtb npokcu-cepsep (SOCKS, HTTP);

BpenoHOCHbIM Kog, OCyLWecTBASET NOXMLEHNE YY4ETHbIX AaHHbIX nporpammsl FileZilla, ucnonbsya ¢aiin
%appdata%\FileZilla\sitemanager.xml. TMpu noxuweHnn naponen, XxpaHumbix B Internet Explorer
ncnonbsyerca cneumanbHblit COM-06bekT. Ecim 3arpy)KeHHbli Kog, obHapy»usaeT ¢dopmy BBOAA
OaHHbIX KpPeaUTHOW KapTbl Ha Beb-CTpaHWUE, OH MbITAETCA CKOMMUPOBATb AaHHble OTTyAa. Mpu atom
BbINO/IHAETCA MPOBEPKA BBOAMMbIX [AaHHbIX KPeAUTHbIX KapT Ha cooTBeTcTBMe ¢dopmarty
«VISA»/«MasterCard» n oTobpakaeT OKHO C coobLeHNeM:

«Unable to authorize.\n %s processing center is unable to authorize your card %s.\nMake corrections
and try again.»

3aKknoueHune

MeTog, 3apaxKeHusa UcnoaHAeMblxX $paiinoB ABAAETCA oYeHb IPPEKTUBHBIM BEKTOPOM PACNpPOCTPaHEHUA
BpefoHOCHOro Koga. OnvcaHHaa mogudukauma Expiro npeactasnseTt us ceba cepbesHyto yrposy Kak
ON8 AOMALLHMX NO/Ib30BaTeNeN, TaK U ANA paboTHUKOB KOMNAHWI. MOCKOIbKY BUPYC 3aparkaeT aiinibl n
Ha /NIOKa/bHbIX AMCKaX, CbEeMHbIX YCTPOWCTBAaX M MO CETM, 3MNUAEMUA MOMKET MPUHATb A0BOJILHO
cepbesHble MacwTabbl. B cnyyae ¢ Expiro geno yxyalaerca Tem, YTO eC/iM B CUCTEME OCTaeTcsl XOTA Obl
OAMH 3aparKeHHbIN ¢aitn, KoTopbl ByAeT MCNONHEH, MPOLECC TOTAa/IbHOTO 3apaXKeHUsA AMCKOB HayHeTcA
cHoBa. C TOYKM 3peHnn LOCTaBKM NONE3HON Harpy3ku ¢alinosbiii MHOEKTOP ABASAETCA TaKMKe A0BOJbHO
npeanoyYTUTENIbHbIM BapUaHTOM MMEHHO B BUAY aKTUBHOCTM PAcnpOoOCTpaHeHUsA CBOEro Tena.



