BE3OMNACHOCTb. HMYErO IMWHEMO

Bbimoratens Win32/Nymaim — XpOHUKKN
o6cyckauum Kkoga

B npownom mecaue mbl NMUCaAN O KaMMNaHMKW NO PACAPOCTPAaHEHUD BpeaoHocHoro N0 «Home
Campaign». 310yMbIWAEHHUKM Ha NPOTAXKEHUN AJUTENBHONO BPEMEHU KOMMPOMETMPOBAAN Beb-
cepsepbl, paboTatowme nog ynpasneHvem Apache Linux, Mcnonb3ya npu 3TOM BpenoOHOCHbIN
moaynb Apache ussectHbit Kak Darkeech (o6Hapyskusaetca ESET Kak Linux/Chapro). 3T1oT Kog,
MCNOAIb30Ba/CA A8 NepeHanpasieHUA Mosb3oBaTenelt Beb-calToB Ha Habop 3KcnaoiToB
Blackhole Exploit Kit. B npouecce aHanM3a aTaku BbIACHWIOCb, YTO €e MOJIe3HOW HarpysKon 6b1i1o
cemeincTBo BbiMmoraTtenel (ransomware) Win32/Nymaim. [aHHbI aHaiM3 NOCBAWEH TEXHUYECKUM
0COBEHHOCTAM 3TOW BPEAOHOCHOM nNporpamMmmbl M crnocobam ee YCTAaHOBKM Ha KOMMbOTEpPbI

nonb3oBaTenen.

3apakeHue

MeTog, Yepes KoTopblii N0Nb30BaTENM 3aparkatoTca Nymaim, npruBeaeH HUXe Ha pucyHKe. Kak mbl
YKe pacCKasblBa/iM paHee, OH 3aK/104aeTCA B NOCELLEHNM NONb30BaTENEM CKOMNPOMETUPOBAHHOIO
Beb-cepBepa, Yepes KOTOpbI AocTaBAseTcA BeO-CTpaHWuLa C BPeAOHOCHbIM Koaom. B ciayyae c
Nymaim pe3ynbTaTom NOCeLLeHMA TAKOrO pecypca CTaHOBWUTCA 3a6/JIOKMPOBAHHbLIA KOMMbOTEP
nonb3oBatenda. [nA 3arpy3knm ocHoBHOro kKoga Nymaim uMcnonb3yeTcAa LWWMPOKO W3BECTHbIN
AayHnoagep «Pony Loader» (obHapyskmBaetcsa ESET kak Win32/Fareit).


http://habrahabr.ru/company/eset/blog/185592/
http://habrahabr.ru/company/eset/blog/185592/
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1. User visits an infected website 2. Darkleech injects an iframe in a page 3. Darkleech fetches Blackhole exploit kit 4. Malware is installed on the computer
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217.23.13.65 linuxkernelup.com

Ona noppep)kaHMAa BUAMMOMN NErMTUMHOCTM CBOEro ucrnonHAemoro ¢anna, Fareit cHabkeH
nHdopmaumein o unMpposon noanucu.
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Takoit aTpnbyT cemnnos Fareit gan Ham BO3MOKHOCTb CrpynNnMpoBaTb HEOBXOAMMbIE CEMMIIbI AN
aHanus3a. AHaAM3Mpya WX, Mbl BbIACHWAM, YTO AomeH catch-cdn.com 6bl1 MCNONBL30BAH 3TUM
BPEAOHOCHbIM KOAOM ANA M3B/edeHua aponnepos Nymaim, KOTOpbIi1 ycTaHaBAMBaACA 3aTeM Ha
CKOMMPOMETUPOBaHHbIE KOMMNblOTEPbl. Mbl Habaoganu 3arpysky ¢aina ¢ ogHMM U Tem e
MMeHemM 6.exe, KOTOPbIi B pasHble MNPOMEXKYTKM BPEeMeHW npeacTtaBnsn w3 ceba gponnep
Win32/Sirefef (aka ZeroAccess), Win32/Urausy (Win32/LockScreen) n Win32/Nymaim. Ha
cneaylolem pUCYHKe NpeacTaB/ieHa BpeMeHHas LWKana pacnpeaeneHna BpeAoHOCHbIX MPorpamm,
KOTOpbIEe 3arpy*Kanuncb no asTomy cratudeckomy URL-agpecy.
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+ Nymaim

= Sirefef
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6/25/2013  7/5/2013 7/15/2013 7/25/2013 8/4/2013 8/14/2013 8/24/2013
Sample Download Date

Anroputm, No KOTOpOMYy MNPOM3BOAMNACL CMEHa 3TUX CEMEWCTB BPEAOHOCHbLIX NPOrpamMm Ha
cepBepe, Ham He coBcem aceH. Mbl oTmedanu, Y4to cemnbl Urausy 6bian AOCTYMHbI ANA 3arpy3Ku
nepsyto NonoBuHy utona. Sirefef nossunca B Hayane asrycta, a Nymaim nosBAsnca peryaspHo Ha
BCEM NPOMEKYTKE GMKCUMPYEMOro BPEMEHW.

TexHUYecKne XxapakTepucTukmn

Mpouecc 3apaxeHma Win32/Nymaim MoxHo pa3butb Ha ABa 3Tana. Ha nepsom 3Tane gayHnoaaep
NbITaeTcA CKayaTb OCHOBHOe Teno Nymaim obpaliascb K CMMCKY KecTKo 3awuTbix IP-agpecos.
Mocne TOro Kak 3aka4yka OKOHYEHa, 3TOT KOA NeperMmeHoBbIBaeT CBON ¢aiin B NPOM3BOJIbHOE UMA.
Ha Ka*KZom 13 3TUX 3TanoB BbIMOraTe/lb MCMOb3yeT HECKOIbKO 0OLLMX METOA0B, YTOObI NOMeLLaTb
ero aHanmsy.

OauH M3 Takux MeTogoB — 0bdyckauma NoToKa ucnonHeHua Koga (control flow obfuscation).
BpeAoHOCHbIN KOA, BPYUYHYIO MOANDULMPYET CTEK BbISOBOB AN Nepeaayn ynpasaeHUa Ha HYXKHYIO
bYHKUMIO, CKpbiBaA TaKMM 06pa3omM UCTUHHbIE Mepexoabl MexXay GYHKUMAMM NPU CTaTUYECKOM
aHanuse.
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ebp
ebp
ebp
ebp
ebp
ebp
ebp
ebp

-1t abhn

sub_4817A4

edi

sub_ L4818C1
epp
ebp
eax
sub_L4BA%0A
eax
loc_4BASDY

Ha cKkpuHWoOTe Bbille BblaeneHbl ABa MeToaa obdyckauuu. MepBblit 3aKkAl04aeTca B Bbi30Be
bYHKUMK, KoTopas MmoguduLMpyeT 3HAYEHME Ha CTEKE MATEPUHCKON GYHKLMM B 3aBUCMMOCTU OT
nepegaBaemoro napameTpa. bosee noapobHO Takol cnocob npeacTaB/ieH HUMKE.

mou esp eax
retn

cmp esp
jnz loc_4087A7

moy esp ecx
retn

loc_4B87A7

esp
loc_ 486363

loc_4B86363
cmp esp
jnz loc_484681

B 3aBMCMMOCTM OT nepegaHHoro B ¢yHKUmio aprymeHTta (0x34, 0x35, 0x36), npoussoguTca
MoaNbUKaLUA COAEPHKMMOro Ha CTEKE OAHUM U3 PErUCTPOB, YTO PAaBHOCMIbLHO MPOCTOM KOMaHAe
push reg. Hanpumep B cnyyae aprymeHTa 0x34, noayyumm push ecx.

BTropoii metog obdycKaumm mcnonb3yerca B OQYHKLUMM HUKE M NpegHasHayeH ANs CKpbITUA
WCTUHHbIX aAPECcOB Bbi3blBaeMbIX pYHKUMIA. H1Ke BUAHO, YTO NepeaaBaemblit B GQYHKLMIO apryMeHT
6ygeT Mcnosiib30BaH Kak CMeLLeHWe NpW Bbi3oBe Apyron ¢yHKUMM, T. €. UCMOAb3yeTcs Kak
KOHCTaHTa Aa pacyeTta Tpebyemoro agpeca.
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sub_4818C1 proc near

dword ptr
dword ptr
dword ptr

MER ep

moy ebp, esp
push| eax

mow eax ebp

mow ebp

mow eax ebp
Xor eax ebp
jmp loc_481A7A
sub_4618C1 endp

loc_ 4B1A7A
add ebp
pop eax
leave

retn

Kak BngHO no aTtomy Koay, GyHKUMA UCMOb3yeT ABE KOHCTAHTbI, NepesaBaeMble el B KayecTse
AprymeHToB, AN pacyeTa HeobXoAMMOro CMELLEHMs C npumeHeHuem onepauun XOR u ADD.
[anee BbINONHAETCA COXPaAHEHMe pe3yabTaTa 3TOM onepauMm Ha CTeKe, NpuyeM moanduumpyeTca
3HaYeHWe agpeca, Mcnonblyemoro ¢yHKkuUMen retn ana nepenayn ynpasB/ieHMA B Bbi3blBAOLLYHO
dyHKLMI0. Taknm obpasom b6yaeT Bbl3BaHa HOBAA PyHKLMA.

» Modifies return value

« Pushes Function 3 - Stores Function1 return

arguments on stack value on stack
= Pushes constants - Paops the two constants
» Calls Function2 off the stack
call L
retn
retn

Ewe oanH TMn 06¢yckaumm, ncnonbyemoln B Nymaim, oTHocutca K Bbi3oBy Win32 APl dyHKuUmiA.
Koraa BpeaoHoCHOMY KoAy HeobxoguMMO Bbi3BaTb HyKHYK ¢yHKUMIO u3 DLL, TO OH cuuTbiBaeT
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6a30BbI agpec 3tok DLL n3 3awmdppoBaHHOM ceKUMU AaHHbIX. Agpec GyHKUMIA BblMMCASAETCA NO
3apaHee MNOAroTOB/NEHHbIM X3WaM MMeH 3TUX QYHKUMWA. HuiKe MOKasaH Ko ¢yHKUmMM, KoTopas
BbIYMCAAET X3 UMEHU PYHKLMMU. 3aTEM OH UCMOJIb3YETCA A/15 CPAaBHEHMUSA.

fnHashFctHame proc near

dword ptr

push ebp
nowv ebp, esp
push esi
push ecx
push edx
nov esi, [ebp
®or eax, eax
Xor edx

[P
loc_u4B2963

ECX, ecx

edx

dl, al

al esi

esi

al, al

short loc_4B2983

moy edx

pop edx

pop ECx

pop esi

leave

retn

fnHashFctHame endp

Koroa agpec ¢oyHKUMM HalAEH, OH COXpPaHAETCA B MamATU U Aanee UCMONb3YETCA B Pas/NYHbIX
MeCTax Koja C UCMO/Ib30BaHWEM MHCTPYKUUM nepexosa. Elle oaHoOM 0coObEeHHOCTbIO ABAAETCA TOT
¢daKT, ytTo NpM Bo3BpaTe U3 API, NOTOK MCNONHEHMA NepexoauT He K BPpegoHOCHOMY Koay, a K
uHcTpykummn B ntdll.dll call EBX. HenocpeactseHHo nepes Bbi3oBom API, Nymaim BbinonHser
MoaMPUKAUMIO CTeKa Takum obpasom, 4Tobbl nocne Bbixoga M3 APl MOTOK MCNOAHEHWA
nepekntoumnca 6ol Ha ntdll.dll, a EBX, B cBOl ouepeadp, ByAeT coaeprkaTb HaCTOALWMA agpec
BO3BpaTa. bosiee NOHATHO 3TOT NPOLECC MOKa3aH HUMKEe Ha PUCYHKe.
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« Loads Win32 dll base
address

« Finds address of correct
API

* Modifies return address
so that it retums to
comrect instruction in
ntdil.dll

* Stores return address in
EBX

Malware imp > |
Code Win32 DLL

call
retn

» Call EBX to retum to
malware code

MoaobHble MaHUNyAAUMM No3BoAAT Nymaim 3aTpyaHUTb OT/AaAKy, 0cO6eHHO, MPU NOLIAaroBom
NCMNONHEHUN (TpaccupoBKe). KoppeKTUpyeMblit Ha CTeKke agpec Bo3BpaTa NPenaTcTBYeT UCMONHUTbL
GYHKLUMIO B OTNAJAUYMKE €0 BO3BPALLEHMAY.

Nymaim ncnonb3syeT wndpoBaHMe CTPOK. PYHKUUA PaclUMPPOBKM BbIFNAAUT KaK NMOKa3aHO HUKeE.

fnHashFctName proc near

dword ptr

push ebp
mov ebp. esp
push esi

loc_ 402903
xor ecx, ecx
edx
dl, al
al, [esi
esi
al, al
short loc_4B2983

eax
edx
ecx
esi

fnHashFctHame endp
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Ha BTopom 3stane csoero ucrnoaHeHns Win32/Nymaim 1cnosb3yeT cxoxune metodbl 0b6dyckaumm,
HO GYHKUMOHaNbHOCTb KOAa pacliMpeHa ana obecnevyeHns BbiIXKMBAEMOCTU NOC/e Nepesarpysku u
6/10KMpOBaHNA 3KpaHa. BpeaoHOCHbIM Kog WMCNosb3yeT O06blYHYIO MPaKTUKY aBTO3amnycKa
nponucbiBan ceba B Software\Microsoft\Windows NT\CurrentVersion\Winlogon\shell.

Halw aHanu3 nokasan, 4To B HeKoTopbix cutyaumax Win32/Nymaim Ha BTOpOM cTaauun CBOEro
WUCNONHEHUS OCYLLECTB/SET YCTAHOBKY HAa CKOMMPOMETUPOBAHHbIM KOMNbIOTEP APYroi yrposbl, a
nmeHHo Win32/Sirefef. Kpome atoro, 8 ganbHewem, Nymaim MOMKET 3arpy3ntb Ha KOMMbIOTEP U
Apyrne TPOAHCKME NPOrpaMmmbl.

OcHoBHOM 3agaveit Nymaim aBnsetca 6/J0KMpoBaHME KomnbtoTepa. [as 3TOro ocyllecTBaserca
3arpyska HTML-cTpaHuubl ¢ uHPopmaumelr o 610KMpoBKe. Takaa TrMOGKOCTb no3BosseT
3/10yMblILWAEHHUKAM 0TOBpaXKaTb pasinyHble 3anyrMBatoLLMe NONb30BATENSA CTPAHULbI, HANPUMeD,
B 3aBMCMMOCTU OT €ro PacrnosIOKEHUS UKW YyCTaHOBAEHHOro y Hero MO (Hanpumep, Kakux-nmbo
meana-paiioB WAM  TOPPEHT-KAMEHTA). B pesynbTate WHPOpmauMAa 3SKpaHa OOKUPOBKK
CTAaHOBUTCA OYeHb NpaBgonogobHoin anAa nono3oBaTens. A 3TOro B CUCTEMeE MOJ/1b30BaTENs
BbINO/IHAETCA MOUCK CNefyowmX 3anyLweHHbIX NPOL,EeCCOB.

e Azureus

e Utorrent
e Mediaget
e Bittorrent
e Bitcomet

Kpome atoro, Nymaim ocyuwiectsnsetr nouck ¢anios co caeayowmmmn pacwmpermamm: .doc, .xls,
.psd, .bmp, .jpg, .mpg, .mov, .rtf, .fla u .mp3. CobpaHHaa nHPopmaLma ByaeT xpaHUTbcA B daline
compdata.js, KoTopbilii no3gHee 6yaeT BkAovyeH B HTML-Kog 610KkupoBKU. MNMpumep Takoro daina
npuBeaeH HUXe.

",

compname=" g
var docfilesinfo = ["Blue hills.jpg","Sunset.jpg","Water lilies.

jpg","Winter.jpg","this_it_not_music.mp3”,"this_is_not_a_movie.m
pg","this_is_not_a_picture.jpg","upx.doc"]

docfiles=1;
var torclientinfo = ["Azureus.exe"];
torclient=1;
torfiles=0;

BcnomoraTenbHble ¢ainbl, KOTOpble WCNOAb3YOTCA Ana 6A0KUPOBKU, a mmeHHo, HTML-koa,
CKpUNTbl M dalinbl M306paxkeHUIt 3KpaHa XxpaHATca B aupekTopumn  «Documents and
Settings\[user_name]\Local Settings\Temp» (Windows XP). /[na 6/0KAPOBKM CUCTEMbI,
BbIMOraTe/ib CO3L43EeT OKHO Pa3MePOM Ha BECb 3KPAH M MOPOXKAAET ABa CheuuasnbHbIX NMOTOKa.
OAuH ©3 KOTOpbIX OyAeT OTC/NeXXMBATb 3aMyLleHHble NPoLeccbl W 3aBeplaTb CTAHAAPTHbIN
ancnetyep npoueccos taskmgr.exe B cayyae ero 3anycka. BTopoii NoTok oTciexmBaeT noasaeHue
HOBbIX Pabounx CTOI0B, KOTOPbIE MOF/IM Dbl NEPEKPLITL AKTUBHbLIN «BPEAOHOCHbLIVY U BbINONHAET
nepeknoYeHne obpaTHO B ciyyae Mx noasneHuA. MonobHoe nosedeHME MOXOXKe Ha NoBeaeHue
BbimoraTena Urausy, KOTopbl 6bl1_onvcaH aHanutukamm AVAST. HuKe nokasaH BHELWHWIM BUA,
06/10KKM ANa No/ib30BaTeNEN, PacnoNoKeHHbIx B CLLA.


https://blog.avast.com/2013/07/24/urausy-lockscreen-your-computer-will-remain-locked-for-3-days-11-hours-and-20-minutes/
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FBI. CYBERCRIME DIVISION
International Cyber Security Protection Alliance

ur computer has been blocked

%) ook

MoneyPak Voucher NO/PIN Value

US, United States, 1

You have been viewing or distributing prohibited Pomographic content (Chid
Porm/Zoophilia and etc). Thus violating Article 2, Section 1, Clause 2 of the Cnminal
Code of the United States of America. Article 2, Section 1, Clause 2 of the Criminal
Code provides for a deprivation of liberty for 4 to 12 years.

How do | unblock the computer using

the MoneyPak?
1 Findd a retst locamon nes you
2. Look Sor a MoneyPak in the prepasd section. Take 2%

e caster and load it Wi cash. A senvice tee up 0
34,95 will appy.

iflegal access to computer data has been initiated from your PC, or you have been. R To play e your, sl e, e gt McmyP:
resumng pass in e paymen form and press «<Pay
Article 2, Section 1, Clause 8 of the Criminal Code provides for a fine of up to $200,000 ManeyPaice.

and/or a deprivation of liberty for 4 to 9 years

ilegal access has been initiated from your PC without your knowledge or consent, your Where can | buy MoneyPak?
PC may be infected by maiware, thus you are violating the law On Neglectful Use of
Personal Computer.

Article 2, Section 1, Clause 1 of the Criminal Code provides for a fine of up to $200,000 w
and/or deprivation of liberty for 4 to 9 years. CVS/pharmacy rm
Spam distribution or other unlawful advertising has been effected from your PC as a

profit-sesking activity or without your knowiedge, your PC may be infected by mahware. Walmart kmon  Walgreens.

Article 2, Section 1, Clause 2 of the Criminal Code provides for a fine of up to $500,000
and a deprivation of iberty of up to 6 years. In case this activity has been effected
without your knowledge, you fall under the abovementioned Article 2, Section 1, Clause
1 of the Criminal Code of the United States of Amernica.

Your personality and address are currently being identified, a criminal case is going to
be intiated against you under one or more articles specified above within the next 72
hours.

Pursuant to the amendment to the Criminal Code of the United States of America of
July 10, 2013, this law infringement (if it s not repeated - first time) may be considered
as conditional in case you pay the fine to the State.

Fines may only be paid within 72 hours after the infingement. As soon as 72 hours
elapse, the possibility to pay the fine expires, and a cniminal case is initiated against
you automatically within the next 72 hours!

To unblock the computer
you must pay the fine through MoneyPak of $300.

When you pay the fine, your PC will get unlocked automatically in 1 to 48 hours after
the money is deposited into the State’s account

Since your PC is unlocked, you will be given 7 days to comect all violations.

Supported and Protected by:
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® «FBl. CIBERCRIME DIVISION»

BbimoraTesb B3aMMOLENCTBYET C yAaseHHbIM cepBepomM Hanpasnsa emy bot ID. Cepsep MoKeT
npucaatb 06paTHO HEKOTOPbIE MHCTPYKLMKN MO BbINOJHEHUIO BCMOMOraTenbHbIX onepauuit. Bot ID
reHepupyetcs Ha OCHoBe 3HayeHus
HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\MachineGuid. Cepsep MoXeT He
OTNPaBUTb CTPaHMLy 610KMPOBKKN BOTY, ecam 60T ¢ Takum ID yke HaxoauTcs B 6ase cepsepa.

3aKknoueHue

OTtcnexkmBaemaa Hammu «The home campaign» ocyuwecTBnAeT A0CTaBKy BblMOraTens
Win32/Nymaim c mapta 2013 roga. Kak mbl yKasanu B Hallem MUCCeA0BaHUU, 3/10YMbILLIEHHUKN
MCMNOAIb3YIOT U ApYrue ceMemncTea BPeAOHOCHOIo Koaa A1 KOMNPOMETauun nosb3osatesneit. Huxke
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npeacTas/ieHa cxema, 4eMOHCTPUPYIOLLAA 3Tamnbl KOMNPOMETALMU CUCTEMbI NMO/Ib30BaTENA B TaKOW
KaMnaHWnu.

BlackHole
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